Digital Whisp

2013 "2I0pIR L4A5 [1'72

ITN 11,7007 j7'9KR
7R'0077 j1'OK
7R'00p 'O OTX 1,07 N0 Ny

Ty ,(P) 2N 279 ,(Antartic) |'ooIw pN L|IX7A 11 ,(cp77fkdr) 7R'0OR j7'OK ,0p N 21
SN YN e

er

'TANN Novn

:n'T0'N

:0'NoN 7am

ooy

:0'and

Digital Whisper |'rTana pmmxin 0'o19n1 y1nn ' 7y n'wyaw n'71yo 75 . 1272 775 y1'n Digital Whisper |'Tana nmxin 722 nixa7 wr
YIN'Yn NIRXINYT [DIXI NNI¥ DIV D'RINK DI'R D2IWN DN v/ Digital Whisper '7ya napn niwva .1a%7a xign nimnx v i

.17 Xapn ¥ IMIMNX 72V N1 |'TAN2 XAMN VTN UIN'Y 1YWY |'Tand Xainn yT'na

editor@digitalwhisper.co.il 7x niwY X1 - NONX NYA 721 NIAND NN ,NIMo



mailto:editor@digitalwhisper.co.il

Technologic

D'DAIYN NAT

IDigital Whisper 7w 45-n [I'7"2% n'xan 0N

X2 1INIX NN L(© 20K ,1M7'2 MIRXIN K7 1YW UTINY 27 DY X7 NL) WTIN 7w Nj7090 "MNX

UTNN 1720 Dy

DAl DTN YTINN D2) 17¢ |ATANn [N ,V'PWUN ,YARNNY 'n 727 N2 TN Tan'? 0N 0 TN mnd
17 N2 NTIN loan 217 N2 NTIN NNSYI DOSNNYT Y'wnn 1YY 'rann INpl L (havw wTin
a2 e T"1v? N2 TN (P) AT 2797 N2 nTin [(Antartic) PooIw 2N N2 NTIN INTA

I'n 'yn% N2 NN
I'Tann N2 DY DTN 7D 7Y ,109W oD A 0o a''w? N ATin - [aumdi

X7 72T 7w 1910021 ,2AN0W N71IVn XN 7Y 1AM IRNn ANYWY7 D20 ATIN Tan? axn Rt ,qom

INNWKRA X7v ,0019NN

Inann nxNp

JN'00[ 'OKRI VTR N

0'DIIYN AT
www.DigitalWhisper.co.il
2 2013 M210IN ,45 |1I'72




Technologic

D'y PIn

16

32

44

56

64

70

o'>AIYn 1T

D'y PIn

NnivTh

a7™n n¥j? 7v Memory Analysis

The Fun Part Of Android

| Am Very Good - Stage3 Pwned!

77w nironea 7y ANt Aty and

Subverting Bind’s Srtt Algorithm: Derandomizing Ns Selection

DI'o "MaT

D"y DN
www.DigitalWhisper.co.il

2013 M210IX ,45 I"12



Technologic

nivTnh

(cp77fk4r) IN'00p 7'OK NNN

Blaster

AN YIT DNy ,Win32.Lovesan.a NY7IMn 7y [IUXKIN NIFTA Y'OIN DY YWY 197 ,02VY UTIN
Windows n7yonin N>wvna DCOM RPC-n [112102 nw'7in n'7x ny7inin .MSBlast / Blaster o2
Buffer Overrun In RPC Interface Could Allow Code " :732 maTain vsIoNP™M '97w ,(MS03-026)
.Windows Server 2000-a1 Window XP 32bit n'7yon nd>yna nn'*p AN"n nw7INn ."Execution
YT X7 NW2INN 71X .'0910N7MN 71YN 27 DX 1A NAI71000 X'Y 1D (2003 Mv) nyn NNIKAY
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NN DMPNN 202 X' Windows Server 2003 NIdAyN 9izn noin nN'A NY7INN DN DNl

NYTINN NAXN INKY? 12D 770N 7'NNn% n72yonn ndwn'7i onp? [n7w RPC-n nn'w? nnia

Thiz zystem iz shutting down. Pleaze zave all
@ wark, in progress and log off, Any unzaved

changes will be lost. This shutdown was

initiated by MT AUTHORI TS5 TERM

Time before shutdown : - 00:00:21

Meszage

Windows must now restart becauze the
Remate Procedure Call [RPC) service
terminated unexpectedly
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http://technet.microsoft.com/en-us/security/bulletin/ms03-026
http://lsd-pl.net/
http://lsd-pl.net/projects/msrpc.zip
http://en.wikipedia.org/wiki/Welchia
http://en.wikipedia.org/wiki/Sasser_worm
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Billy Gates why do you make this possible ? Stop making
money and fix your software!!
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HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion
\Run
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13 2anda Secure

Q:What makes this worm special?

A:Tt spreads using the MS03-026 DCOM/RPC hole, "Buffer
Overrun In RPC Interface" - which is one of the most common
security holes in the world right now.
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http://www.f-secure.com/weblog/archives/Blaster_press_release.pdf
http://www.f-secure.com/weblog/archives/Blaster_press_release.pdf
http://en.wikipedia.org/wiki/SYN_flood
http://www.update.microsoft.com/
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http://www.securelist.com/en/descriptions/old24773

http://technet.microsoft.com/en-us/security/bulletin/ms03-026

http://www.f-secure.com/weblog/archives/Blaster press release.pdf

http://nsrg.eecs.umich.edu/publications/IEEE Security Privacy Blaster Final.pdf

http://www.computerworld.com/s/article/84519/Blaster Worm_Linked to Severity of

Blackout

http://www.tik.ee.ethz.ch/~ddosvax/publications/papers/dimva2005-duebendorfer-et-

al-blaster sobig.pdf

http://www.bme.jhu.edu/resources/IT/MSBlast/w32.blaster.worm.info.pdf
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http://www.securelist.com/en/descriptions/old24773
http://technet.microsoft.com/en-us/security/bulletin/ms03-026
http://www.f-secure.com/weblog/archives/Blaster_press_release.pdf
http://nsrg.eecs.umich.edu/publications/IEEE_Security_Privacy_Blaster_Final.pdf
http://www.computerworld.com/s/article/84519/Blaster_Worm_Linked_to_Severity_of_Blackout
http://www.computerworld.com/s/article/84519/Blaster_Worm_Linked_to_Severity_of_Blackout
http://www.tik.ee.ethz.ch/~ddosvax/publications/papers/dimva2005-duebendorfer-et-al-blaster_sobig.pdf
http://www.tik.ee.ethz.ch/~ddosvax/publications/papers/dimva2005-duebendorfer-et-al-blaster_sobig.pdf
http://www.bme.jhu.edu/resources/IT/MSBlast/w32.blaster.worm.info.pdf
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http://blog.openx.org/08/important-update-for-openx-source-2-8-10-users/
http://blog.openx.org/
http://www.heise.de/
http://download.openx.org/openx-2.8.11.zip
http://www.heise.de/security/meldung/Achtung-Anzeigen-Server-OpenX-enthaelt-eine-Hintertuer-1929769.html
http://www.heise.de/
http://www.digitalwhisper.co.il/0x20/
http://www.digitalwhisper.co.il/0x36/
http://www.digitalwhisper.co.il/0x58/
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SSL BREACH
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http://www.blackhat.com/us-13/
http://breachattack.com/resources/BREACH%20-%20BH%202013%20-%20PRESENTATION.pdf
http://en.wikipedia.org/wiki/CRIME_(security_exploit)
http://en.wikipedia.org/wiki/Comparison_of_TLS_implementations
http://en.wikipedia.org/wiki/Comparison_of_TLS_implementations
http://en.wikipedia.org/wiki/HTTP_compression
http://en.wikipedia.org/wiki/ARP_spoofing
http://en.wikipedia.org/wiki/Hypertext_Transfer_Protocol
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http://breachattack.com/resources/BREACH%20-%20SSL,%20gone%20in%2030%20seconds.pdf
http://breachattack.com/resources/BREACH%20-%20SSL,%20gone%20in%2030%20seconds.pdf
http://en.wikipedia.org/wiki/Outlook_Web_App
http://he.wikipedia.org/wiki/%D7%91%D7%95%D7%9C_%D7%A4%D7%92%D7%99%D7%A2%D7%94
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e https://docs.google.com/presentation/d/11eBmGiHbYcHR9gL5nDyZChu -

ICa2GizeuOfalU2HOU/edit?pli=1

e http://en.wikipedia.org/wiki/CRIME (security exploit)

e http://breachattack.com/

e http://breachattack.com/resources/BREACH%20-

%20SSL,%20g0ne%20in%2030%20seconds.pdf

e http://breachattack.com/resources/BREACH%20-%20BH%202013%20-

%20PRESENTATION.pdf

e http://www.theregister.co.uk/2013/08002/breach crypto attack/

e https://www.blackhat.com/us-13/briefings.html#Prado
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https://docs.google.com/presentation/d/11eBmGiHbYcHR9gL5nDyZChu_-lCa2GizeuOfaLU2HOU/edit?pli=1
https://docs.google.com/presentation/d/11eBmGiHbYcHR9gL5nDyZChu_-lCa2GizeuOfaLU2HOU/edit?pli=1
http://en.wikipedia.org/wiki/CRIME_(security_exploit)
http://breachattack.com/
http://breachattack.com/resources/BREACH%20-%20SSL,%20gone%20in%2030%20seconds.pdf
http://breachattack.com/resources/BREACH%20-%20SSL,%20gone%20in%2030%20seconds.pdf
http://breachattack.com/resources/BREACH%20-%20BH%202013%20-%20PRESENTATION.pdf
http://breachattack.com/resources/BREACH%20-%20BH%202013%20-%20PRESENTATION.pdf
http://www.theregister.co.uk/2013/08/02/breach_crypto_attack/
https://www.blackhat.com/us-13/briefings.html#Prado
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S"SSL nNITwn nxoYy

DTN NNY vaan v mal

e http://www.theguardian.com/world/2013/sep/05/nsa-gchg-encryption-codes-security

e http://www.newyorker.com/online/blogs/elements/2013/09/the-nsa-versus-encryption.html

e http://www.zdnet.com/has-the-nsa-broken-ssl-tls-aes-7000020312/

e http://www.theregister.co.uk/2013/009/06/nsa cryptobreaking bullrun analysis/

e http://gizmodo.com/the-nsa-can-crack-almost-any-type-of-encryption-1258954266

e http://www.digitaltrends.com/web/nsa-has-cracked-the-encryption-protecting-your-bank-

account-gmail-and-more/
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The math is complicated, but the general point is that the random
numbers it produces have a small bias. The problem isn't large enough to
make the algorithm unusable.

[https://www.schneier.com/blog/archives/2007/11/the strange sto.html]

SNwan NNIR 7Y NI037" Ny wimm T nvxin NIST 7w qnon Imixa ;)37 qoia

niwTn
www.DigitalWhisper.co.il
12 2013 M210IN ,45 |1I'72



http://en.wikipedia.org/wiki/Cryptographically_secure_pseudorandom_number_generator
http://en.wikipedia.org/wiki/Cryptographically_secure_pseudorandom_number_generator
http://he.wikipedia.org/wiki/%D7%9E%D7%97%D7%95%D7%9C%D7%9C_%D7%A4%D7%A1%D7%90%D7%95%D7%93%D7%95_%D7%90%D7%A7%D7%A8%D7%90%D7%99_%D7%A7%D7%A8%D7%99%D7%A4%D7%98%D7%95%D7%92%D7%A8%D7%A4%D7%99
http://en.wikipedia.org/wiki/HMAC
http://he.wikipedia.org/wiki/%D7%A7%D7%95%D7%93_%D7%90%D7%99%D7%9E%D7%95%D7%AA_%D7%9E%D7%A1%D7%A8%D7%99%D7%9D
http://he.wikipedia.org/wiki/%D7%A6%D7%95%D7%A4%D7%9F_%D7%91%D7%9C%D7%95%D7%A7%D7%99%D7%9D
http://he.wikipedia.org/wiki/%D7%A2%D7%A7%D7%95%D7%9D_%D7%90%D7%9C%D7%99%D7%A4%D7%98%D7%99
http://en.wikipedia.org/wiki/Dual_EC_DRBG
http://he.wikipedia.org/wiki/%D7%91%D7%A2%D7%99%D7%99%D7%AA_%D7%94%D7%9C%D7%95%D7%92%D7%A8%D7%99%D7%AA%D7%9D_%D7%94%D7%93%D7%99%D7%A1%D7%A7%D7%A8%D7%98%D7%99
http://he.wikipedia.org/wiki/%D7%91%D7%A2%D7%99%D7%99%D7%AA_%D7%94%D7%9C%D7%95%D7%92%D7%A8%D7%99%D7%AA%D7%9D_%D7%94%D7%93%D7%99%D7%A1%D7%A7%D7%A8%D7%98%D7%99
http://he.wikipedia.org/wiki/%D7%91%D7%A2%D7%99%D7%99%D7%AA_%D7%94%D7%9C%D7%95%D7%92%D7%A8%D7%99%D7%AA%D7%9D_%D7%94%D7%93%D7%99%D7%A1%D7%A7%D7%A8%D7%98%D7%99
http://eprint.iacr.org/2006/190.pdf
http://eprint.iacr.org/2007/048.pdf
https://www.schneier.com/blog/archives/2007/11/the_strange_sto.html
https://www.schneier.com/blog/archives/2007/11/the_strange_sto.html

Technologic

ApIN ,NMMI9YpEA Wiy "CRYPTO 2007" N19¥NN 0101 ,MIWn NNIXA ,)nonn DIoNd NXY
On the Possibility of a " :Dwa nX¥N N0 VOIoNPMN Niels Ferguson-1 Dan Shumow NNVAXRN
DNIX N'20N ,NAa¥Na (XD XIXxN7 N1 Naxnin NKR) "Back Door in the NIST SP800-90 Dual Ec PRNG

'DNMNTR INIKA YIN'Y QYIY IUR DN qIN7 [N DAY NYRNI0I9 T 75 DNpin

11 owxann on'vw Q-1 P ID"U9MR DMIpY Y 7Y NO0ANN DNNIIAYNA NTOINN NNONN
Dan D2 .DNY2 ONYY NITIN YT DIY NI'NYT MR X7 QpIM7y 0'ipy 2w on Q-1 P .0iwnn
172 DN ,DN7W 7NN X ,DN90N DNIX |2 ON' W' DXN D'WTI' X7 Niels Ferguson Dal Shumow
7v RN V790 7Y NI NOTYal ,DM%0N DNIX A oON' 7Y yraxnh DIt qpinl nTnav
NN 2wNY NYT7 7921 ,0790 DR DADINN 0'PI72AN N X NI772 UN17 A Nt - 0NN

.2 NTYNNWNN Nd>WwN? 1907 1INK DNMNZRNY 'RIZXN 190NN

win'y 7y n'¥'mn on D NIXKdY? [N ,A N901a ,0'N901 0'oNI¥n LNIST-n T 2V DONIDYW nona

:NQ2IT? ,0"9'¥90 (Q-1 P) 0'nipy 190Nna
A1 Curve P-256

P = 11579208921035624876269744694240757353008614\
3415290314195533631308867097853951

n = 11579208921035624876269744694%407573529996954
5224135760342422259061068512044369

b= 5ac635d8 aala®93e7 bl3ebbd55 769886be 651d0EL0 ce53b0E6 3bcelele
27d2604b

Px = 6bl7d1f2 el2cd247 f8bcefe5 63a4d0£2 T77037dB1 2deb33al
£4213945 d898c226

Py = 4fe342e? felaT7f9% BeeTebda Tc0f%slé 2Zbce3357 éb3l5Sece
cbb64068 37Tbf51f5

Qr = ¢97445f4 S5cdef9f0 d3el5ele 585fc297 235b82b5 beB8fflef
cab7c598 52018192

(v = b28ef557 ba3ldfch ddZlacdé eZa%le3c 304f44ch 87058ada
2cb81515 1e6l0046

A2 Curve P-384

p = 39402006196394479212279040100143613805079739\
27046544666794829340424572177149687032904726\
6088258338001861606373112319

n = 39402006196394479212279040100143613805079739\
27046544666794690527962765939911326356339895),
6308152294913554433653942643

b=b3312fa7 e23eeTed 988el56b e3£82d19 181d9%c6e feB14112 031408B8f
5013875a c656398d BaZedl9d 2a85cBed diecZaef

Px = aaB87ca22 be8b0537 BebleTle £320ad74 6eld3b62 8ba79b9sg
59£741e0 82542a38 5502£25d bf552%6c 3a545e38 72760ab7

Py = 3617deda 96262c6f 5d9e98bf 9292dc29 f8f4ldbd 289%ald7c
©9da3113 b5f0b8c0 Daélblce 1d7e81%9d Tad3ild7c %90ealesSf

Ox = Be722de3 125bddb0 5580164b fe2Z0bBhbd 32216a62 926c5750
2ceededl cd478léed dleB9769% 12417940 b6951064 2BB15065

Oy = 0D23bl660 dd701d08 39fdd5ee c36£9ee7 b3Zel3b3 15de0261
Oaalb636 e346dfe7 1£790£84 c5e09b05 674dbb7e 45c803dd

nivTN
www.DigitalWhisper.co.il
13 2013 M210IN ,45 |1I'72



http://www.iacr.org/conferences/crypto2007/
http://rump2007.cr.yp.to/15-shumow.pdf

Technologic

NO0IANN NI9XNN NDIWA NKX NIDI MI¥2 W7NN NdIWwNNN Thinn 'KAPZRN 190N INIXR Ny
120N ,|"MA I'MN .NIdAYN [NIXK2 0'S011 0'A'ON v |oINNN T3] ,7'7n NN AT 190nY 19n 17y

INAIT XN XN D oW1 ,"A Few Thoughts on Cryptographic Engineering” 17w 1722

72v ClientHello-n 27w "ClientRandom” 7w yn NX IX*? nin 7y Dual-EC DRBG-1 wnnwi DX

D'MIPY DNIX DX [1DN 1MW NSA-n DN, SSL/TLS-n 7171019 7w HandShake-n )*70n N7'NNA

awn? 1701 on ,Dual-EC DRNG-Nn 1T 7Wn NIX NISY? D'710' DN DNITIK DNY? W'Y yT'N DTV
Y' - INT NIYY? IN'Y7¥' DX DN DTN .Key Exchange-n 27wn 27N 1TniNn Pre-Master-n 1Y NR
DNIN DX YX27 170" DN DXy DAl ,Server-ni Client-n NIYNA W'y vy INIR IR 2172 DN'T2
DNINY D7UN DNIX X YX¥AY1 - MY yann yT'nan DX NWOS7 Nin 7y y¥1 nipne 01vwn
-0 W NN9NN PTIN NN MWN X7 ,NTN 27w .NIR7an MITYNN DX NIwS7 Nin 7y ,Nwn y¥a

01707 00 HTTP NN NaITn - T¥nn N9I¥n Na'nan ,SSL

wnnwn? NNa NIST-n an% awin 'K TNX X71 ,0MIpPY DNIXY D 7D TNIM NN avin 'R TNX X7
INY'M W' DN 772 75 0N TR NN YTI'Y DY W' OXRD XD XD NYRANNN N78WUNT .00 XTI

JIRIWN 'R N7RN NITRYY ?NSA-D KIN DTN INWMN OXDE 70012 0'oN' NITIN INWn yTI'Y

:NN'YIN NIX RIXNY [N XN v ,0un NX7¥ 12N0on ™) 7DN"MAT7X INIK] WIN'WN Q7'n NN

http://csrc.nist.gov/groups/STM/cavp/documents/drbg/drbgval.html

NINAN NN2ANN 7 DXINA N 2,007 2"10 DNMNYRN D NIKMT [N an'vann

e RSA
e (Cisco
e Juniper

e BlacBerry
e OpenSSL
e McAfee

e Samsung
e Symantec
e Microsoft

'YN7 77,0 LN W D00 9127 1AW D71V DDNXYY? NN 72X ,TINK NINNQ NIV X7 72T DY

7"10 Nn'wna nimivain ninannn 'xn 7w 0nximnn

?0N ,|"™yn 0 ,0"N X AW D7IVD NTY D27 NKNN L I'WDY

niwTn
www.DigitalWhisper.co.il
14 2013 M210IN ,45 |1I'72



http://blog.cryptographyengineering.com/
http://technet.microsoft.com/en-us/library/cc785811(v=ws.10).aspx
http://csrc.nist.gov/groups/STM/cavp/documents/drbg/drbgval.html

Technologic

:NO01 AR DNIY'PI NN
1100

http://rump2007.cryp.to/15-shumow.pdf

http://crypto.stackexchange.com/questions/10417/explaining-weakness-of-dual-ec-drbg-to-

wider-audience

http://blog.cryptographyengineering.com/2013/009/rsa-warns-developers-against-its-

own.html

http://www.bbc.co.uk/news/technology-24173977

http://threatpost.com/in-wake-of-latest-crypto-revelations-everything-is-suspect/102377

http://en.wikipedia.org/wiki/Dual EC DRBG

http://crypto.stackexchange.com/questions/10189/who-uses-dual-ec-drbg

http://www.nytimes.com/2013/09/06/us/nsa-foils-much-internet-
encryption.html?hp&pagewanted=all& r=0

https://www.schneier.com/blog/archives/2007/11/the strange sto.html

http://www.dslreports.com/shownews/Canada-Helped-NSA-Compromise-Dual-EC-DRBG-
125763

http://csrc.nist.gov/groups/STM/cavp/documents/drbg/drbgval.html

http://www.ietf.org/rfc/rfc2246.txt

NIYTH
http://www.theguardian.com/world/2013/sep/05/nsa-gchg-encryption-codes-security

http://www.newyorker.com/online/blogs/elements/2013/09/the-nsa-versus-encryption.html

http://www.zdnet.com/has-the-nsa-broken-ssl-tls-aes-7000020312/

http://www.theregister.co.uk/2013/09/06/nsa cryptobreaking bullrun analysis/

http://gizmodo.com/the-nsa-can-crack-almost-any-type-of-encryption-1258954266

http://www.digitaltrends.com/web/nsa-has-cracked-the-encryption-protecting-your-bank-

account-gmail-and-more/

nivTN
www.DigitalWhisper.co.il
15 2013 M210IN ,45 |1I'72



http://rump2007.cr.yp.to/15-shumow.pdf
http://crypto.stackexchange.com/questions/10417/explaining-weakness-of-dual-ec-drbg-to-wider-audience
http://crypto.stackexchange.com/questions/10417/explaining-weakness-of-dual-ec-drbg-to-wider-audience
http://blog.cryptographyengineering.com/2013/09/rsa-warns-developers-against-its-own.html
http://blog.cryptographyengineering.com/2013/09/rsa-warns-developers-against-its-own.html
http://www.bbc.co.uk/news/technology-24173977
http://threatpost.com/in-wake-of-latest-crypto-revelations-everything-is-suspect/102377
http://en.wikipedia.org/wiki/Dual_EC_DRBG
http://crypto.stackexchange.com/questions/10189/who-uses-dual-ec-drbg
http://www.nytimes.com/2013/09/06/us/nsa-foils-much-internet-encryption.html?hp&pagewanted=all&_r=0
http://www.nytimes.com/2013/09/06/us/nsa-foils-much-internet-encryption.html?hp&pagewanted=all&_r=0
https://www.schneier.com/blog/archives/2007/11/the_strange_sto.html
http://www.dslreports.com/shownews/Canada-Helped-NSA-Compromise-Dual-EC-DRBG-125763
http://www.dslreports.com/shownews/Canada-Helped-NSA-Compromise-Dual-EC-DRBG-125763
http://csrc.nist.gov/groups/STM/cavp/documents/drbg/drbgval.html
http://www.ietf.org/rfc/rfc2246.txt
http://www.theguardian.com/world/2013/sep/05/nsa-gchq-encryption-codes-security
http://www.newyorker.com/online/blogs/elements/2013/09/the-nsa-versus-encryption.html
http://www.zdnet.com/has-the-nsa-broken-ssl-tls-aes-7000020312/
http://www.theregister.co.uk/2013/09/06/nsa_cryptobreaking_bullrun_analysis/
http://gizmodo.com/the-nsa-can-crack-almost-any-type-of-encryption-1258954266
http://www.digitaltrends.com/web/nsa-has-cracked-the-encryption-protecting-your-bank-account-gmail-and-more/
http://www.digitaltrends.com/web/nsa-has-cracked-the-encryption-protecting-your-bank-account-gmail-and-more/

Technologic

A7™n nxp 7V Memory Analysis

(cp77fk4r) IN'00R 7'ONI 071 21 NN

NNTN

N72U9nn NDwn7? malwares NMTNN W NNIY NIV'Y INNID ,ONKA 1NONISY D'NMTIRN DNANXN]Y
D"LOITIVON NAANN DYNI INXNA .(user/kernel mode rootkit) NIMN*'PN NNVIXN NIDINN DNINONI
nY' 177 NIYRIE NIYTN NIV'YWA WIN'Y N NIYXIAN NIDPNNn1 INXAI NN 7Y NIDY 0'00ann

.N2AN YN DNIR 7Y 7721 172100 WO

7w (live memory analysis) 'n [IN2'T NIN NN NAITT NN AT DD DMUPR NIV'WN NNR
awUNN 127 N71VY TYNN ARXIND ,7wnY? 1T N T2 Yy¥a? N¥ DX 21727 011N X INIK AUnnn

K Y2 DAYNN 7Y My npe'1 “|"7ﬁ]'lYJ |7'7I'D IX D'ION

YNNI NT 1NN 1R X IT D' T2 Y¥A7 DNWOKNNN open-source NIDINI D'INON D7) 71wl DIY!
N1 NN DTN 11007 nan 7y (code.google.com/p/volatility/) volatility - open source-n n1diMa

NN 199WaY 0nImann 1?7 nmaY

A7TnN n¥y 7vMemory Analysis
www.DigitalWhisper.co.il
16 2013 M210IN ,45 |1I'72




Technologic

Memory Dump naxe - 'R 2w

NN Y¥27 N NIY DN Y [N 7Y Dy y¥a? Yoim LnofTnnx nna7 it v nan 2y

[Han nim'ye ;72 ']'1IX'7 J7TIAN AYNNN 2V DA 7V9IN NIITTA NDINNY WWN X77 INX 2UNN2 NINAN

INQD NYEAN NNIR TN N1 ,mdd_1.3.exe NNAITY ,INT Y¥A7 17 NNWOXNN NIDIN

http://sourceforge.net/projects/mdd/files/mdd/mdd-1.3mdd 1.3.exe/download

.N72U9N0N NN v DM'X'O1 wnnwin'? IR

NN CWOX7 D N'wxY W' M yana n7vonn ndovn 7w "Full Memory Dump” a'win? nin v

D'NAN 0DA7WUN NNTYQ NINT Y¥I) .NDWNn no"y nya Full Memory Dump Nyt 7w NYoINN

.System-7 01017 nwi Control Panel-7 01dn7 W' o

.Startup and Recovery-7 NI Settings-7 Dwi Advanced-2 ind7 w' e

:Nan 1707 v N7 A%va

-

Startup and Recovery

S|

System startup

Default operating system:

[Winduws 7 -
Time to display list of operating systems: 30 seconds
[] Time to display recovery options when needed: | 30 seconds

System failure
Write an event to the system log
Automatically restart

Write debugging information

[';':umplete memary dump R

Dump file:
ZuSystemRoot3e \MEMORY . DMP

Qverwrite any existing file

[ Ok, ] [ Cancel

."Complete memory dump"-2 1IN27 W' "Write Debugging Information" n'zn

17

A7TnN n¥y 7vMemory Analysis
www.DigitalWhisper.co.il

2013 M210IN ,45 |1I'72


http://sourceforge.net/projects/mdd/files/mdd/mdd-1.3/mdd_1.3.exe/download

Technologic

NINT 722 - NT?mMinn a0 T 2y nownn v

:X2N NNo9nn NNN ,Registry-7 01007 v

NOMP? DIT'? 7w NNWOXN NN ¥ DN NKRY

D'RAN D'TYXN NATY] NIXRT TYON] ,nXIY

,PS/2 NIYXNXA NMAINNA NT7PN2NAITN DX @

HKEY LOCAL MACHINE\System\CurrentControlSet\Services\i8042prt\Parameters

.0x01 :71win oy CrashOnCtriScroll owa ,REG_DWORD a10n NNon DY §'0InYI

VN NNN 2T INIXK DR y¥a7 ¢ JUSB NIy¥nx2 Nainnn ]"I'I"7|7YJ3. Q'YNNYN 1IXI NT'N e

XAn

‘HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\kbdhid\Parameters

NYmMn nx¥'n? "y DIt |9IX2 NDWNN oM NX DITY7 7211 ,n7¥9nn NDWN? Reset y¥11w INNY7

nownY Nhwn "0 1anun Nwon .0t'nyo SCROLL-LOCK wimin 7y nx¥'n7 ntn IMixal Right Ctrl

nownn nonp? nnanw ("MANUALLY INITIATED CRASH") OxE2 7win Dy KeBugCheck nxmy?

.Dump-n yaip

,JINT NIYWYYT? NI 7V ,02M00 DY 70 DIRINKD DNIN90N DR NIRYY NINWON nn'y ,IXMNI NTN2

:N2N NNoOnY? Registry-1 01007 W'

:PS2 NIt a7 e

‘HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\i8042prt\crashdump

:USB nIT?im "wa71 e

‘HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\kbdhid\crashdump

:D'N2N D'DWNN TRN DY DumplKeys owa REG_DWORD aion NNon 1ix'™i

Value

0x01

0x02

0x04

0x10

0x20

0x40

First key used in the keyboard shortcut sequence

Rightmost SHIFT key

Rightmost CTRL key

Rightmost ALT key

Leftmost SHIFT key

Leftmost CTRL key

Leftmost ALT key

[http://msdn.microsoft.com/en-us/library/ff545499.aspx :1j7na]
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9*7nn7 | N1 ,SCROLL-LOCK-n NIN9d NX 'R X ,Ctrl-2 M) X 970t 2"10 0oawvnn TNRY 1w
NN YA XNP7 17210 0T 7Y X, INIR DA

http://msdn.microsoft.com/en-us/library/ff545499.aspx

YAl v'oI' ,wTnn Ndwnn N7V INKYT ,NXIY Va0 D1 nownn 7w nonp? nna? on L irvoyn

:DI7'N2a Full Dump

$systemRoot%$\MEMORY . DMP

nx¥M X1 (VirtualMachine) VM 2"y n2ITT D12IMD ATIWNN NNYION N1DIN JIPNY N¥11 0Mys?

QPRI NIDNAN 7Y ND'TR DR 7RG

DA TIAYN NNRNNKD NNIYA MAXINY n0'wn ,VM 1Ay D2 memory image 1IX'™? 01T 1' ' pwe
INQN ONX2 DA )P 7Y RNPR7 N1 .YM W nnpzna

http://kb.vmware.com/selfservice/microsites/search.do?language=en US&cmd=displayKC&exter

nalld=1001624

7¥ "suspended state"-n yaI) vmss D'MLNI9] DA JAINW Volatility "722 wnnwa N1 Wnkna ,qo0nma
n71>' Snapshot Nn'p7w p ,(N7RI0OYIN MapNN 7w [N Yalp) vmx-1 (MY7RIDYID NaDnNn

.07NNa P'aonY
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yTna nina - 11w

|9IX7 wanw 197 .volatility Nn1DIN2 wNNWI AT INRN2 X NN 190N NN IT Nn'un IX?

.byn N7V 1901 ,N WIN'Wn

|19IX2 Memory analysis Y¥27 127 NNWORNN D' NIRTNN NI'YSINN NIDINN NNX N1 Volatility
IN ,QaUnnn 7y Python interpreter |'PNn%? DA WAT 71 Python-2 Nand1 IT N1dIN .N'oN' VIYD
NIPNNA NIX K77 [N2'TH DX NN17 17 NMWONNN standalone NONA DA MNRNA TAINY N1 |'917'NY

01 Python interpreter

D' [N2T MPIN D )22 XVANNA NT [N N2 NIYAA N7 Mpn Python-2 NNl NDINN D ATAIVN
- T¥N ININAL .NDINYT "DART9" DN (NPT AIRWI D'Y7IN ,01KRN0 D0'0I0 ,D'0N' "IN TINQI)

J0wnn YW "Main Core"-7 17X D'2'AR79 N9OIMI N7'APN DY N71Y9 NONWNA NNaNN

7R NNIY N2MdY 121 .GNU jirgmin nnn nxoini LVolatile Systems LLC nnann ™'y nand ndinn
NIN2N N7YDN NDIYNA NdNIN NINN

e 32-bit Windows XP Service Pack 2 and 3

e 32-bit Windows 2003 Server Service Pack 0, 1, 2
e 32-bit Windows Vista Service Pack 0, 1, 2

e 32-bit Windows 2008 Server Service Pack 1, 2

e 32-bit Windows 7 Service Pack 0, 1

e  64-bit Windows XP Service Pack 1 and 2

e 64-bit Windows 2003 Server Service Pack 1 and 2
e 64-bit Windows Vista Service Pack 0, 1, 2

e 64-bit Windows 2008 Server Service Pack 1 and 2
e 64-bit Windows 2008 R2 Server Service Pack 0 and 1
e 64-bit Windows 7 Service Pack 0 and 1

e 32-bit Linux kernels 2.6.11 to 3.5

e 64-bit Linux kernels 2.6.11 to 3.5

DefCon / BlackHat [120) D'0122 |N1 *7RIVY' 91X [N ,XYIIA D2 D'ONIFZI NINITO NN NNaNn
12'N NN2ANN 7Y M a7an X ,NDINN NITIR 21 YT Dy D272 oyn X7 om i ("I

http://volatility.tumblr.com
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DI'NA NNIXK TAINY N1 ,2012 MQI0RINA ARY' XD ,2.2 1 Volatility 7w nannkn xonan
JNAN WIAN

https://code.google.com/p/volatility/wiki/Release22

.NMINNKRN X0MAN 1 Nt (3.5 Ty 2.6.11-n) oj71n*7 7w 71172 Nd>'MNN

:D'K2N D'RWN? D'P7NNn Volatility 7w D j7'vin D1'AR79N
NNAT NNP7) NIANn ND>WWNN NRONA NIX MNK7 DT'RONY 01'aN79 - Image Identification e

BRbin!

NOWN 70N NN 1Y NNR'YR NTIAYN DR YX17 DT'PONY D'ARYO - Process and DLLs o
NN'YA DR TNNT7 DT'RONY DARYD RIXNT7 [N DAR?ON 2 .JND'T? nyvaw DLL ¥api
DLL-n '¥ap Nn'wA DX 'TNNY DT'RONY D'AX79 ,DNITIN YTl [N2T2 D'¥IN 0DY70NN
D"'9'¥90 0''7NN] O'A*'PN DN 2NN YT Y7N7 OT'RONY 0'1AR79 ,0'0Nn '7NNY7 nyviY

STIVEYY70N Y'70N 7D W n2ron INwn DR 0NThNN DR'ART?9 ,Nd>WN2

/70N U MO 7Im nTavn YW n7pnl 1o y¥ah DT'RONY D'AR?O - Process Memory e

.0"9'¥90 07NN

29 1ND'T 7 nTAY nva pnt? DTRONY 0RO 7w nnown - Kernel Memory and Objects o

.N72Vu9nN Nd>wn Y Kernel-n nnMa D'OP"AINI D'AON

7m nTIAYN Nya 7pnY? nT'RON ,0''AK79 W NWTN NNSWNA NI - Win32k / GUI Memory e
DT'PON TWUNX D'AXT79 N2 KIXNYT N1 ,UnNun Punn?i nTiavn [N71W7 7'y DNIYpzn 0D
-N MTNN ,0'NINON Handles-n Nn'wA ,NdYN7 ny> 0NaINNN 0'-Session-nN NN'WAY DX MNKRY

121 D'NINSN NNIZNN NN'YWY NTRN ,NTIAYN [N71IW2 Niznn 7w Z-Order

DIYRN N7V90N NN WK NINY N2 Y7 DT'RONY DARY9 7w nxiap - Networking
-0 'Y ,D'NIM9N D-Socket-n NN DNI'TANN DARYD DA KINAY [N, MIYPNN NwY

.TIy1 TCPObjects-n Nn'wN ,0a¥NI D'NIN9N 0'-Connection

noWwnN 7Y Registry-n 2'21 7 NTIAVN Ny 707 DT'RONY D''ARYD 7w NNDWn - Registry o
N9'7WY D'AN79 ,Registry-2 NITNNA NN WID'N D'VX¥INN D'2'AN79 KINN? N1 ,n72v9nn

.TIVI Registry-2 D'n"'7n 02iN1 "1an NIY97 0'2'aN79 ,0'7w 0'-Hive IX D'M7W NINN9SN
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NINN7 N1, [ND'TN YA OV ATIAYN DY ITYY? NTONY 0R'ART79 7w nnown - File Formats e
|'AN'79 - Hibinfo .Dump-n yalz NITIX YyT'A 2'Thnn D'aRT9 - crashinfo nnaim 012ax79 na

.TIVE N2V900 NdWN YW hibernation-n yalpn yTn y7nnn

N2 XI¥N? N1 ,N>YN2 DMITT D'¥ARI D'ON' NN NAIV? D''ARYD YW NNown - Malware o
qIN7 0'7atmn DLL '¥ap IX TP D'U9NNN D'2'AX79 ,00'0N 7V D'-Hook D'w9NNN D'ARTD

Tive "D 07N onnknn 0K ,0Man

.01V 0'RYNT7 DNIYEN "D TIVY DART?9 NIIY - Miscellaneous

¢ pn 7Y niooiann nY9nn NIdYN 7Y [1NDT NINM YIN] DA NDNIM NINNXRD X0NAN INKD
NIooIAN N7W9NN NIDIYN 1AV D'M"En D1'AR797 D'MIT 07'aX790 11 ,(3.5 TV 2.6.11-n) Linux
NINAD NIMIALVRY 071NN DN, Windows

Processes e

Process Memory e

Networking o

Malware/Rootkits e

System Information e

.NT NRN2 DNV 2NN XY

NN NIWPA KIXNY N1, DNITIR VNI Volatility Ndnim na Aknin 0rnar7on nn'w Nk

https://code.google.com/p/volatility/wiki/Release22

:(standalone-n NoMa DY D'TAIY TWKD) NN volatility N'7y9n7 nu'wn 775 DIxa

‘Volatility.exe —-f mem.dump command

:Python-n nona NI

‘python vol.py —-f mem.dump command

SN 2% vy yai n'n - Mem.dump e

.UX27 01MIVN X NNIR NP 1N NI - Command e

1IN X MYOXN NDINNY NITIPO Vyn X7 |]UJ') noayna o'm'pen D2 ax'7o / NIp'TAN 210 ,NAIT?

(Jnm 770 o
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NIRNAIT

JANIYNQY |NDTA Yalp NITIR VT yI7'N - Imageinfo
,D'TAIY IR N7W9N NN NT'R 7 N T7 12'7V - n7W9Nn NOWN 7Y [NDT OV DAY 1R TWRD
TN X7 X .N7U90N NDIYN NRONA NIX YT X7¢ N2'0 DIV 'R Dump-n NX 11NR7 1NIRE NT'N2

JTITIN AW 17 'Y Dump Y2l NIV W'Y XN X1 DYS X71 ,INIX I]I'I|7'7 1IN

wI9'NI 1NN "'y Dump-n N'71 27990 NN IT'RN NYT7? 117 2WORNN |INNS 117 ny'¥n Volatility
qx1N Dump Yalpa DMvEn 0'AYIoN DAN INXK WI9NI Yalpn 7w Header-a nv'pn yTM INX
.NNIXONA NX MNKX7 7D "VI NI'9'¥D0 N7y9N NIdIYNI

NTIPoN

‘python vol.py -f mem.dump Imageinfo

NTIPO 7'wonY? NNWON W'y 190 ,Volatility oy nTIAY Nya NAIwN 27u90n NdIWN NNONA IN'K

AN YT 91N 079N DX 72771 N'OYD0 N7Y9N NdYN 7w 7'91ND NNN |IN2TN YAl 7y nn'ion

NN2AIT? V7O

python vol.py -f mem.dump imageinfo
Volatile Systems Volatility Framework 2.0
Determining profile based on KDBG search...
Suggested Profile : Win7SP1x86, Win7SPOx86
AS Layerl : JKIA32PagedMemory (Kernel AS)
AS Layer2 : FileAddressSpace (/Users/M/Desktop/win7.dmp)
PAE type : No PAE
DTB : ©x185000
KDBG : ©x8296cbe8
KPCR : ©x8296dc00
KUSER_SHARED_DATA : 0xffdfo000
Image date and time : 2010-07-06 22:40:28
Image local date and time : 2010-07-06 22:40:28
Number of Processors : 2
Image Type :

[https://code.google.com/p/volatility/wiki/CommandReference#fimageinfo :11j7n2]

w' 7'M NT'R NNN 17 Y'mn 7"10 0790 ,"Suggested Profile” 0790 ATIN ,NTIPON N¥INN 7'7ND

2ANNN DX 9'01 7"1N yalpn DR YyMaw Volatility nTIo 237 ,nyd .ndyn [NdTH NN DX YNy

‘——profile= Win7SP1x86

‘——profile= Win7SP0x86

27707 7221 Dump-n NP7 N7Y9N0 NdYN NT'R NNN [N2'TA NN Ny Volatility ninim%? nan 2y

Ny
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INNAIT? YN 2210 .1'%v TIAw? 'nninY? 7511, Dump-n NP7 n2590 Nown IT'R NN D2NY TNKY
(Netstat-7 7'27n) nwn NN Nn'w N7 - Connscan

NTON

python vol.py -f mem.dump --profile=Win7SP@x86 connscan

INQAIT? NRYIN

Offset(P) Local Address Remote Address

0x02214988 172.16.176.143:1054 193.104.41.75:80
H%06015ab0 0.0.0.0:1056 193.104.41.75:80

[http://behindthefirewalls.blogspot.co.il2013/07/zeus-trojan-memory-forensics-with.html :17n]

AN LTV NIAMD [Nl 1P MIYPEn N 09700 17'% NI N2 ,nRaN nTIRon N7yon 1 2y
- IP mamd? nno? noa 856 MNvonw '7nn D NIKN? N2 7" XnAama .0NI9n Mvonl

N2'T2 70NN DI DX NIKAYY DA N1 L,(HTTP) 80 L9 193.104.41.75

.(Tasklist-7 '7'a7n) n'>'7nnin Nn'wn - Pstree

NTON

python vol.py --profile=Win7SPOx86 -f mem.dump pstree

123 NXRXIN A'ThN

Volatile Systems Volatility Framework 2.0

Name Pid PPid  Thds Hnds Time
Ox84E6E3D8:wininit.exe 384 340 3 73 2010-07-06 22:28:53
. 0x8D4CCO30:services.exe 492 384 12 216 2010-07-06 22:28:54
.. Ox84E19030:svchost.exe 1920 492 8 115 2010-07-06 22:33:17
.. Ox8D4E5BBO:schtasks.exe 2512 492 2 60 2010-07-06 22:39:09
.. Ox8D7ES030:wsgmcons.exe 2576 492 1 3 2010-07-06 22:39:11
.. 0x8D5B18A8:dllhost.exe 1944 492 16 187 2010-07-06 22:31:21
.. Ox8D7EE@30:taskhost.exe 1156 492 10 155 2010-07-06 22:37:54
.. 0x84D79D40:msdtc.exe 284 492 15 152 2010-07-06 22:31:24
.. 0x8D6781D8:svchost.exe 1056 492 16 589 2010-07-06 22:29:31
.. 0x8D777D40:taskhost.exe 2520 492 11 224 2010-07-06 22:39:10
.. 0x8D759470:sdclt.exe 2504 492 1 4 2010-07-06 22:39:09
.. 0x8D5574D8:rundl132.exe 2484 492 1 5 2010-07-06 22:39:08
. 0x84D82CO8:SearchIndexer. 1464 492 18 624 2010-07-06 22:33:20
.. 0x8D759760:SearchFilterHo 1724 1464 6 82 2010-07-06 22:37:36
... Ox8D55E678:SearchProtocol 2680 1464 8 231 2010-07-06 22:39:27
. @x8D5CCO30:svchost.exe 1140 492 17 375 2010-07-06 22:29:51

[https://code.google.com/p/volatility/wiki/CommandReferencettpstree 1]

D'2'70NN 1901 NX 771> ,N2WN2a 0'¥N D'D'7NN NN'YA NIRYY [N L,ARAN ATIRON NN T 7Y
o1 wio'n1 ,492 190N 70N T 7w X Searchindexer Ywn? D NIk N L, (PPid) Dnik Nx"'w

.services.exe KInN 492 170NN D NIXAT7 7511 n7a0a
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‘Registry-2 niNNon DY Naxn - Printkey

NTON

python vol.py -f mem.dump dump --profile=Win7SP@x86 printkey -K
"Software\Microsoft\Windows NT\CurrentVersion\Winlogon"

1A0 V79 'TNN

Volatile Systems Volatility Framework 2.0
Legend: (S) = Stable (V) = Volatile

Registry: \Device\HarddiskVolumel\Documents and Settings\NetworkService\NTUSER.DAT
Key name: Winlogon (S)
Last updated: 2008-11-26 ©7:38:23

Subkeys:

Values:

REG_SZ ParseAutoexec : (S) 1

REG_SZ ExcludeProfileDirs : (S) Local Settings;Temporary Internet Files;History;Temp
REG_DWORD BuildNumber : (S) 2600

Registry: \Device\HarddiskVolumel\WINDOWS\system32\config\default

Key name: Winlogon (S)

Last updated: 2008-11-26 ©7:39:40

Subkeys:

Values:

REG_SZ ParseAutoexec : (S) 1

REG_SZ ExcludeProfileDirs : (S) Local Settings;Temporary Internet Files;History;Temp
REG_DWORD BuildNumber : (S) 2600

[http://behttps://code.google.com/p/volatility/wiki/CommandReference#fprintkey :1jmn]

A'wdY NNl Registry-1 '9'¥90 NNON 1 TAIN NN PITA7 N1 ,AXAN NTIFON N7uon T 7y

:DN7W NXMIN 2xni (Services) N2YNAN 'MIN'Y NN'WA NAXN - Svescan

NTIPON

python vol.py -f mem.dump dump --profile=Win7SPOx86 svcscan

INAIT? ARYIN TN

Volatile Systems Volatility Framework 2.0

Record Order Pid Name DisplayName Type State Path

[snip]

Ox6ea738 Oxf5 1148 webClient webClient SERVICE_WIN32_SHARE_PROCESS SERVICE_RUNNING C:\WINDOWS\system32\svchost.exe -k LocalService
Ox6ea7c8 Oxf6 1028 winmgmt windows Management Tnstrumentation SERVICE_WIN32_SHARE_PROCESS SERVICE_RUNNING C:\WINDOWS‘\System32\svchost.exe -k netsvcs
Ox6ea858 Oxf7 ———— wmdmPmSN  Portable Media Serial Number Service SERVICE_WIN32_SHARE_PROCESS SERVICE_STOPPED —- -

Ox6eaBe8 Oxf8 ---- wmi windows Management Instrumentation... SERVICE_WIN32_SHARE_PROCESS SERVICE_STOPPED -- --

0x6ead70 Oxf9 ---- wmiApSrv  WMI Performance Adapter SERVICE_WIN32_OWN_PROCESS  SERVICE_STOPPED -- --

Ox6eaal0 Oxfa ---- WS2IFSL windows Socket 2.0 Non-IFS Service... SERVICE_KERNEL_DRIVER SERVICE_RUNNING \Driver\WS2TIFSL

Ox6eaa90 Oxfb 1028 wscsvc Security Center SERVICE_WIN32_SHARE_PROCESS SERVICE_RUNNING C:\WINDOWS\System32\svchost.exe -k netsvcs
Ox6eab20 Oxfc 1028 wuauserv  Automatic Updates SERVICE_WIN32_SHARE_PROCESS SERVICE_RUNNING C:\WINDOWS\System32\svchost.exe -k netsvcs
Ox6eabb0 Oxfd 1028 WZCSVC Wireless Zero Configuration SERVICE_WIN32_SHARE_PROCESS SERVICE_RUNNING C:\WINDOWS\System32\svchost.exe -k netsvcs
Ox6eacd0 Oxfe ---- xmlprov Network Provisioning Service SERVICE_WIN32_SHARE_PROCESS SERVICE_STOPPED ------—--

Ox6eacd0d Oxff ---- lanmandrv Tlanmandrv SERVICE_KERNEL_DRIVER SERVICE_RUNNING \Driver\Tlanmandrv

[https://code.google.com/p/volatility/wiki/CommandReference#fsvcscan i)
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N7Y9nN 1M1 1NNl 0*7Y9In (Services) NN "MW 17K PITA7 N1 ,NXAN DTIRON N7W9N T 7Y

.Service D v

D'TIZ MN'R N2AIV7 D'ART79 190N W' Volatility-7 ,n7v9nn Nd>yn NITIK D2IN] NN TA70 ,7INKd

NIXNAIT 90N 2a'X1 ,NdVNa O'N''pn 0T

.User/Kernel Mode nn12a n'-Hook NIn'x - Apihooks

NTON

pyth

on vol.py -f mem.

dump --profile=Win7SPOx86 -p PID apihooks

10797 NnaIT

Mame

LEXPLORE.
LEXPLOEE.

LEXPLOREE
LEXPLORE

LEXPLOEE.

EXE [2044 J@winspoo]
EXE [2044 Jigwi nspoa]
. EXE [2044 ]@wi nspoa]
. EXE [2044 J@winspoa]
EXE [2044 J@wi nspoa]

Ldrw
Ldrw
Ldrw
Ldey
Ldey

Type

iat
iat
iat
iat
iat

Target

KERMEL32
KERMEL32
KERMEL32
KERMEL32
ADVAPTIZ2

.d11 1GetProcAddress

.d11 ! LoadLibraryw

A1l 1CreateFilew

.d11 1 LoadLibrarys

.d11 1Regsetval ugExw

WValue

00 O 7TTE2360 (UNKNOWND
00 Owrffazach (UNKNOWN)
00 O TTFE2240 (UNKNOWN)
0x0 Ow7fFEzas0 (UNKNOWN)
0«0 D7 FFEZ080 (UNKNOWN)

[https://code.google.com/p/volatility/wiki/CommandReference22 :ijm]

nn ,apihook DN Y¥I2 AWK NOIWNA 07NN DIW' OXN DT XK ,ANAN ATIPON N7uon T 7y

(Import Address Table) IAT-2 ' nIx17 N1 ,7"10 XNAIT2 .N2IWNA NI NI2IM 7Y yraxn? 71w

JI¥219 7w NIamd 190nY no'-Hook 1yxia IEXPLORE '7nnin 7w

DNITRA 01N wI9n "y User Mode-n N2 070N 7w N1 pAnn Tl DLL Wn'x - Malfind

.n'TIvN

NTIPON

python vol.py -f mem.dump malfind -p PID

INNAIT? NRYIN

Name
expl

ox01
0x01
ox01
0x01
ox01
0x01
ox01
0x01

orer.exe

600000 b8 35 00
600010  4f df 30
600020 55 8b ec
600030 bd 75 8b
600040 ec e9 14
600050 8b ff 55
600060 7d 61 bc
600070 8b ff 55

Pid

(MM_EXECUTE_READWRITE)
Dumped to: hidden_dumps/explorer.exe.

00
7b
e9
ff
95
8b
75
8b

00
8b
95
55
bc
ec
6a
ec

Start
1724 0x01600000 Ox01600FFF VadS

e9
ff
76
8b
75
e9
2c
e9

cd
55
bc
ec
8b
Qa
68
c4

Volatile Systems Volatility Framework 2.0

End

d7 30
8b ec
75 8b
e9 db6
ff 55
32 bd
b8 8d
95 4b

7b
e9
f
18
8b
75
1c
70

b8
ef
55
cl
ec
8b
77
8b

91
17
8b
75
e9
ff
e9
ff

Tag

00
cl
ec
8b
4f
55
01
55

00
75
e9
ff
7e
8b
8c
8b

00
8b
be
55
bf
ec
bc
ec

Hits Protect

e9
ff
53
8b
75
e9
75
e9

(]

6

43065d0.01600000-01600fff.dmp

26
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Disassembly:

01600000: b835000000 MOV EAX, ©0x35
01600005: e9cdd7307b JMP ©x7c9ed7d7
0160000a: b891000000 MOV EAX, ©0x91
0160000f: e94fdf307b JMP ©x7c90df63
01600014: 8bff MOV EDI, EDI
01600016: 55 PUSH EBP
01600017: 8bec MOV EBP, ESP
01600019: e9ef17c175 JMP ©x7721180d
0160001e: 8bff MOV EDI, EDI
01600020: 55 PUSH EBP
explorer.exe 1724 0x015D0000 O©x015F5FFF VadS 0 6

(MM_EXECUTE_READWRITE)

Dumped to: hidden_dumps/explorer.exe.42065d0.015d0000-015F5FFf.dmp

0x015d0000 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 %20 0000000000000
0x015d0010 b8 00 0O 0O 00 00 0O 00 40 00 0O 0O 00 00 0O PO  ........ @.......
0x015d0020 00 00 0O PO VO 0O OO OO PO OO OO PO PO PO PO PO  ..........co0cnn
0x015d0030 00 00 0O 0O 00 0O OO 0O 00 0O 00 0O dO 0O 00 @0  ................
0x015d0040 Qe 1f ba ©e 00 b4 09 cd 21 b8 01 4c cd 21 54 68  ........ I..L.ITh
0x015dee50 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6T is program canno
0x015d0060 74 20 62 65 20 72 75 6e 20 69 6e 20 44 Af 53 20 t be run in DOS
0x015de070 6d 6f 64 65 2e 0d O0d Oa 24 00 00 00 00 00 00 00 mode....$.......

2ITX) 0x015d0000 NaInda ,Explorer.exe )'7nNin NNN ' NIKYY N1 X L,i7nIv7 0790 7V 11av) X7
TN AXNIN 720w (Header-n '9 7v) X1 TIp 0y, (MM_EXECUTE_READWRITE NniXwIn Dy

AIMIRYAN NNN NIZIVD Y¥A7 NoInN 11T Ti NN 117y

:NDYN "D A" 070N NN - Psxview

NTIRON
python vol.py -f mem.dump psxview |

10797 KAIT

Offset Name Pid pslist psscan thrdproc  pspcid csr_hnds  csr_list

oxff1b8b28  vmtoolsd.exe 1668 1 1 1 1 1 0
ox80ff88d8 svchost.exe 856 1 1 1 1 1 0
oxffld7da®@  spoolsv.exe 1432 1 1 1 1 1 0
0x810b1660 System 4 1 1 1 1 0 0
0x80fbf910  svchost.exe 1028 1 1 1 1 1 0
Oxff2ab020  smss.exe 544 1 1 1 1 (%] 0
oxff3667e8 VMwareTray.exe 432 1 1 1 1 1 0
oxff247020 services.exe 676 1 1 1 1 1 0
Oxff217560  svchost.exe 936 1 1 1 1 1 0
oxff143b28 TPAutoConnSvc.e 1968 1 1 1 1 1 0
0x80fdc648 1_doc_RCData_61 1336 0 1 1 1 1 0

[https://code.google.com/p/volatility/wiki/CommandReference#fpsxview :1Ijm]

T Y YY) NRTTAN .NDIYNA DNoIN DDYNN DIY' DR PITAY NI L,ATIRoN N2ven Ty

D'7NNN Y NN Nn'wn? yraxn) PsActiveProcessHead :[1ad ,NNIpn 19%0n 2 AXIWD

I7NNn D N7 na 9" Xnama LD csrss W mwipm nntwn L(Mdyna DM Tamn
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nM'wn DX NY7DN Mipnn an'wn) pslist nTmya 0 wn nx 72 1_doc_RCData_61
70NN P71 (*7nnn 7w EPROCESS-7 nyaxn 'K 7ni7d 0T 1*70N N7710 N1'k DN 0D'7nnn

NIITT N1DIND TIYN

NDVNL INY DINNXRD 070NN N - Userassist

NTON

python vol.py -f mem.dump userassist

10799 NnAIT

DEG_E INARY #mindir#, sy=stem?2l displ ay=witch_axe
Count : 1z

Focus Count: 19

Time Focu=ed: Q:06:20_500000

La=t updated: Z010-02-09 19:49: 20

aoon o0 Q0 00 00 0D 00 00 00 13 Q0 00 00 g0 CC 0F 00 L. ........ T
anln a0 00 S0 EF 00 00 S0 EF 00 00 S0 EF 00 00 30 BF ... ... .....-....
aozn a0 00 &0 EF 00 00 &0 EF 00 00 S0 EF 00 00 30 BE .. ... . ..........
aozn a0 00 &0 EF 00 00 &0 BF FF FF FY FF EC FE 7B 2C .. ... ........ i.
00 Cl1 BEF C& 01 00 00 QO Qo ...

REG_BIH&RY %windir%\systemSZRcalc.exe :

Count: 1z

Focus Count: 17

Time Focu=ed: 0:05:40_ 500000

La=t update=d: Z010-02-09 19:49: 20

aQon 0 Q0 90 00 OC 00 00 00 11 00 Qo a0 EQ 20 05 00 L L...o.... o..

anln a0 00 S0 EF 00 00 S0 EF 00 00 S0 EF 00 00 30 BF ... ... .....-....
anzn a0 00 &0 EF 00 00 &0 EF 00 00 S0 EF 00 00 30 BF ... ... .....-....
aozn a0 00 &0 EF 00 00 &0 EF FF FF FF FF EC FE VB 2C .. ... ........ 1i.
aoan Cl1 BF C& 01 00 o0 QO Qo L.

[http://gleeda.blogspot.co.il2011/04/volatility-14-userassist-plugin.html :1In1]

AWKRD ,AUNNY WUNnunn T 7Y I 0YAN 1R NIKY N ,ARAN ATIEon nvon T 7y
NIDINN DX 7'WON wnnwnn D NIKYY N1 ,7"I0 RNAITA registry-2 |02INA DTN YT'AN nwyn?
YTMN NNLVAX ZIN 7¥ 21722 KNPY7 N1 ,XwN 7V N1Myn nann .displayswitch.exe-1 calc.exe

;00192 ,Didier Stevens

http://blog.didierstevens.com/programs/userassist/
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.BIOS-n 7w Keyboard buffer-n N7 - Bioskbd

NTON

python vol.py -f mem.dump bioskbd

BIOS-N NITX2 NN IT7RINY D'wzn (D''I0N DNZN1) NIXATZ NI ,NNAN DTIE9N N7yon T 7y
2w 21720 197 .9"10 Buffer-2 yTmin NN WnIY DRY BIOS-2 D'UNNWUN TWUXD 71 TAIY . [IND'TA X¥NIN

.Lenovo-I Intel ,HP 7w Dro1an 2y Nayn nTipon ,nNNonn

NN D'YNNWNA ¥ Login-n NINNO'O Nawn
2V N7 "2NNN7 nxX IpENYT 1YV Nadn 7w N7 wnn IXLVM 79 Snapshop D7 12T N2
NY7IN IENY NXI1 AWK - RNAIT?) NDWNNN NIFN NIMAAT NNRY? 1O IXLI'R¥NN IR K7 Nin
7¥ NINNO'ON NX A'WN7 7210 T'AN X7 .(ANX IX DT 1AM0 0'7'YON TWKD 71 D'I0N |91IN2 NANINNY
NNIXR 0'DN7 X D'OYN X7 DNpPNAL D7 2NE TIRA Y1an7? 17 nwokn Volatility .ndwn nnix

.nNN"15

N7U9nN N>WN 210 DX PITA7 ¥ - N'WRY L Lock a¥na N7XRI10' NN 7w Snapshop ' 1 Wt
DX TXD NP'TAl VMware Nty Snapshop-n N7y9n 1'01 'y N7 NIWYY? 7510 QAR NIXT NX)
NTIPON NITY2 NXT NIWY? 2211 Volatility natya ,anxnn n7'nna 'Ky d .(...Logon-n Jon

:NdYN1 Registry-2 0'"7n 0'-Hive-n Nn'w DX 917W1 ,]on TNR7 .Imageinfo

Python vol.py -f mem.dump --profile=0S-Version hivelist

2 DR ,RNAIT7 V79

Volatile Systems Volatility Framework 2.1_alpha

Virtual Physical Name

Oxfffff8a001053010 0x0000VRRROb1a9010 \??\C:\System Volume Information\Syscache.hve
Oxfffff8a0016a7420 0x0000000012329420 \REGISTRY\MACHINE\SAM

Oxfffff8a0017462a0 0x00000000101822a0

\??\C: \Windows\ServiceProfiles\NetworkService\NTUSER.DAT

oxfffff8a00labed20 0x0000000O0eacd420
\??\C:\Windows\ServiceProfiles\LocalService\NTUSER.DAT

Oxfffff8a002ccf010 0x000VPRRV14659010
\??\C:\Users\testing\AppData\Local\Microsoft\Windows\UsrClass.dat

Oxfffff80002b53b10
Oxfffff8a00000d010
Oxfffff8a000022010
Oxfffff8a00005c010
oxfffff8a00021do10
oxfffff8a0009f1010
oxfffff8a000al15010
oxfffff8a000ce5010
Oxfffff8a000f95010

0x000000000a441b10
0x000000000ddc6010
0x000000000da51010
0x000000000dacd010
0x000000000cd20010
0x000000000aalalo
0x000000000acf9010
0x0000000008c95010
0x000000000c2b4010

[no name]

[no name]

\REGISTRY\MACHINE\SYSTEM
\REGISTRY\MACHINE\HARDWARE
\SystemRoot\System32\Config\SECURITY
\Device\HarddiskVolumel\Boot\BCD
\SystemRoot\System32\Config\SOFTWARE
\SystemRoot\System32\Config\DEFAULT
\??\C:\Users\testing\ntuser.dat

[https://code.google.com/p/volatility/wiki/CommandReference22#hivelist :11jmn]
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17w npna .SAM-n 7wi SYSTEM-n 7w D'-Hive-n 7w |IND'T2 DI7'nn DX A'Wn? XD N7¢ nhonn

:NAIND2A XX¥N1 SYSTEM-n 7w Hive-n

Oxff£££8a000022010

:X¥N1 SAM-n 7w Hive-ni

Oxffff£8a0016a7420

Hive 70 ,001w D'-Hive-7 #71nn N>wna Registry-n ,0n X9 M%7 AR TR AN At v 2'nMa X2
SAM-1 .p'wnnwnn 77097 2% Hive wi ,wnnwun 7% Hive w' .n1Iw aon yTnm mwy 1ITon
(NTLM-1 LM 210n) HASH n'n |2 nniv n'2v9nin ndwn (Security Accounts Manager 7w 1Ix'p)

.D'YNNYNN NXNO'0 7w

;NN [91X2 Hashdump DTIRoN DX Y11 ,7"10 D'019N DX DAWNY 1NKYT

python vol.py hashdump -f image.dd -y [SYSTEM Hive Addr] -s [SAM Hive
Addr]

NN2AIT? V7O

Administrator:500:08£f3a52bdd35f179¢c81667e9d738c5d9%:ed88cccbc08dlcl8bcded
317112555f4:::
Guest:501:2ad3b435b51404eecaad3b435b51404ee:31d6cfe0dl16ae931b73¢c59d7e0c08
9e0s 3¢
HelpAssistant:1000:ddd4c9c883a8ecb2078£88d729pa2e67:e78d693bc40£92a53419
7dcld3a6d34f:::

SUPPORT 388945a0:1002:2ad3b435b51404ecaad3b435b51404ce:8bfd47482583168a0

ae5ab020el186a9:::
ASPNET:1004:2b5£618079400d£84£9346ce3e830467:acf73a8bb65a0£01d9470fadc55

adllc:::

[https://code.google.com/p/volatility/wiki/CommandReference23#thashdump :117n]

,UNNUNN OY 11'N 0790 7Y N1ann D NIKN? [N X )0 72V 2NN X7 P71 ,nknn Xwin X7 0t
NN MIYRIN .NNXR 7D 32bit NN NITNNN MY TR )W KID DY XIPEN DNTan PR NXY
DY 07D DI 0 NTLM-D Mimy nno'on NNIX X' NIWNl LM-) MMy wnnwnin NXNo'o

.'I31 Rainbow Tables N1Tya 7"1n 0'-Hash-nN NN'aw IR NNYOXAN NIZOL VYN K7
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nid'o

TP T W1 19w awnna nwyan 7y 10 v 727 awonn (live memory analysis) *n [N2'T NINA

T K7 NI'ONTIVON NIANN NIDWAY NIMITT NIDIN QW' DRN nint

nn nnaTn? nain 7 (https://code.google.com/p/volatility) Volatility-2 win'y nwyl ;0T Mxna

N MR NITIN K7W NI NITIRD W' D X7 ' ND'TA D'pn YT WIn'y N IznY? nn

.NIN"2 NI Y7 NI

nosoin nx'wp'w D"INKXRNI NN

e https://code.google.com/p/volatility/wiki/CommandReference23

e http://www.aldeid.com/wiki/Volatility

e http://volatility-labs.blogspot.com

e http://gleeda.blogspot.com

e http://www.behindthefirewalls.com/2013/07/zeus-trojan-memory-forensics-with.html

e https://blogs.sans.org/computer-forensics/files/2012/04/Memory-Forensics-Cheat-Sheet-
vl 2.pdf
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The Fun Part of Android

[IX72 7 NN

ANTN

,0"11 Apk 'vap 'R NTAIY ROTYD S TIROTIR DDWWNAN 7V N'oN' N7y NNINA 110 DT INKN
7w VaINN NTIEIN O'R) DN YR L910271 Apk A NRwY [N R L (smali pnn nimnnn ,nnimn)

.NNoNn

271,07 AN RN IR )IRNYT K7 11, Apk 'Yap NIMSY T¥'D 111007 NI'R XN Nun
.Apktool N12INN NITYA ,NT NN Y¥IA7 T¥D 0N'OL 120NN 'MANDY VOID? DINKX NIOX ,DdNIYI

.0b0oI97 N0"DY7 XD I¥XNY

217 ,]2"NN 7Y RN WUNN TIAVKR DYV (RXRY79RN) n'7aNn D URK IR INIKY Y 7ava

IXon 7w NX TMINY
?NnTaIlY NNXA T'RNTIX 7'X,0'02NN 7'NN)

NNIYA NIAdDWA D'0IISA 1AW DONISAN D'WINN NN DM 070 .0'nimn 2 7721 N'wx)
N'D AW TR KR L(DIX 792 7T KY7) NTAY X' DAY TR RY IT R N0wnn 7w (nimoon)
NWNN MIY NN NTAY X'NY 21 ,119'¥N DINN NOIWNRN NTIAY 2V 7DN011 N7v1 DX .n'm

(M1p12n Nnd N W' R, 72730 IR RN X7) NNNR

.0'Ta1y APK '¥a T¥D faa? IX U RTAY XD CTYD 1aa

(Apk *¥ajp IX) NI'YP*7OKR NIXINAN TIP DNIY 27U 02220 n1'D NDWND T'RINTIR 701dn nnY
TRNTIR 29 MmN TR N1am (9182 IIXn Lt npnaw (Apk yalp) nXpr7ox Xin 179 arnn
NNAMN NIPXPH7ORN DX NTAN 723 [AR72 XY X7 7T2) INIK 'O DA D712 1INIX D'X{779KRD
I72IN-NIM'RNNN NIXYINN DY ,D'NN7 NIINYJ X7 DNXRA [NY IR DT 'R R ,'NP'nn% ninna X7
NN 2NN DX 1'0N7 [N :NNAIT? ,NdIYNA 12T 722 0Y1'w y¥a7 [N Pn arvind (700 yya?

.(Skype "AIT?) Play-nn AnX TNX Mipna |'pnni
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?07na APK '¥ap I'N

A7 NPXPI79R7 RNPY 9TV AN 772w R L]0 X7 IR (1D RID DYPY79R aWIinn OX NDINN X7 X

:02T 4 7007 N7 19RN nIzanni ,(Packages) Ni7xan Nt w192 onw nn D ,APK

701 73 aN%71) DN DNAY D'wNNWNY (Activities) D'DON [INNN NN NYPZY79KX - Activity

.(Activities :01211) Activity X172 nTh Jonn (NIY n71Y9 y¥an

72YN YNaINn WNNwnn DY DNIN9) T VI Activity nnd1 Nn> 2niD nxya n'xp"mxn anin

Activity-7 Activity-n DIV DNX DYRPYORYT N¥R798N 12Nl DN

own ,(gmail Xj71w Package-n N2 Activity-7 DNOId1) 7'na%7 DNOI A1aa? anarT
DNO Dwn ,(gmail XAPaw Package-n N2 wTn  Activity-7 DNN2y) 01010 INIT? DNNAY
w' DO7 1ANOYW 7' imal L(gmail YW Package-n N2 Activity TIv? pniay) 7'm inwnx?
namdaw on'Xl L, (maps X171 Package-n JIN2 Activity-7 Dnnay ownl) Nty DNXN71 NAIMD
-0 N2 Activity -7 DNN2ay ™)) NTTOY7 DONX W7 KINL "7V DN¥YNY ,0010 VTN W' NONaY

.(chrome xj72w Package

Activity-n NX ,"T21 NRIMN VOV NIA'N ,DMINDD T 72V (2AN7) 2N (honn) Activity-n =
Y2 .20 7D aXE P AR 0NN TXD IRNY 117 WWONNY XML Jnon NIY¥NKA D'axyn
-N1 XYY UKD Activity-n (Dn72an-nry'7o8 Ina aT?) imwn? Tnx Activity-n ayn
[NNXN - FIFO n1onna oTipn Activity-n IR NMNIv Nd>ynn 7aK) 7'nnn awn Activity

.(NXI'E} [IUXAN KIN 0101V

TV ANINN NIN) WNnwn punn 17 'R Activity-nn 7'1an'71 v 1A Service-n - Service
N7 X2 N DREOR? NN NNY 117 A1y Service-n .(wnnwn? qipwl 171 TIig NN

.07 NINRN

N1dM NP'onn N7'an ,np'omn (NU¥P'79X) NN XN NP DN NN :N1aaY anart
-7 DMy D2 PN ANKRYY IR ,NYNUNYT 'YW DN DY'YN A 0NAIY 1NIR G Activity nnon
MIP Nn 7ax 711 wonY L,'09n7 ,NNtTE-NMINK Y'Wn DR YyNNY N 1w wTn Activity

(NyTIN NiYwn 9w Activity-7 XnaIT? DNl np'oinn 7w Jonnn) Activity-nn D'RXIY 1INIRWD

A

The Fun Part of Android
www.DigitalWhisper.co.il

33 2013 M210IN ,45 |1I'72



Technologic

2'2>7 10 Service -0 .MV Service-n DTN AXNN 7V .WpMa A7 J'WNN AP'oinny DN X

NP'0IN 117 'YUNN7 1) ,unnun? InY'7D NN'Y 2907 T2 NITY 117 NNY XAl yiza vi1on

2 (N¥P"79xN) N72ann 7w 0'Iman wn? nwa 7nm Content provider-n - Content provider .3

0PI UNNYN RIN DNNKR DYPY79X 79 D1IMI7 NWAT DXN NNON IWUXRD Y7 TR )'70N
y¥IN ,NYUpPAN NX 72pn 12w Content provider-7 Niwiza n71w Kin ,ContentResolver XNj71w

RXINN DX TN N7IVON DX
2V qwpn 'wIR 7w Content provider-7 waniw niw' NN97 0'213' IR ,YUPN 'WIN D107 nnarT
NN N7 1mMn Yid?1 (079 2wpn 'WIR Dn'wn 0T NNZnl) n'7'ann 7w 0imah nwa? nin

SJTOINNIX NRYY nnenin

TRINTIRN NOWN .DIY NDYN 'WN'RY 2207 NNoON7 YWORN Nt 2'D1 0N - Broadcast receiver .4

D'1on Filter Intent-7 NITVIM 178N NITIDNAN DYDY ,NNY71V9 170N NRIY NITIDN NNNNWN
2N NIPATNN NIRRT "2'wpn?” 07 awokn 7"1n 20 "MX? nipan” viwe |0 DMy

ITIdN7 DXNNA NNRIY NIV yxaY|

XY Y272 |V Popup [I70 NX'OPNY AXPI79RN DX DMDN DDANY NN X :n1ank anart
[ATA 72 NI'TXN XN ,Broadcast receiver-1 NUNNWN NKXTN N'¥p'798N ,SMS NyTIn 073N
nNd Nyxani n71y97 Noidl nXp7oRN SMS NYTIN N7AY YITIN NWNNY Yaal NdwnY

.SMS-0 DIN DX A'¥NY 0NN 7V Y TIN 037 Y'97n7 nan 7y Ni71ve
?79'x1 an'7 ,'Nn ,NNN9) DXPY79X ATIR
X71 NNN91 NNKR D'¥P79XR NNY 207 0'DMX 1INIX ,NTAY T'RNTIR 'R IV N Nyg an? »m

.22-N7'2N7 X-n7'2n 9w Activity "2 Jaynn T T NIYn

:DAVINY ,'7D 0TI TX

Broadcast -1 Service ,Activity 27 7'>on n'on' n'72Ima (N'XP"79X) N'7'an 75 - Intent Filter-1 Intent
NIXIZIN NIYTIN NIYYARA D791 17X NYITY .0'7aN 72 9w 270 'anan NwiY n'IX receiver
7w D210 2 DM .NWONN NDWN 7Y IR WNNUNN 7Y NI axtn Intent a1lon VPMAIX .intents
('mnnin 2'>1) Component-7 IX Activity-7 7N 91X [1DNYW Intent XIN IWXIN 2100 Intent

.Explicit Intent X711 '9'¥90
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Mpna "N 7707 pan” VYO RINY TANYT TWORI 1NA |DIXA 1D K7W Intent XIn W AI0N
TV [IDN KN 'R ('MIninn 2N DR IX) Activity-n IR WNRN (Intent Filter) noawnn nm
.(Data-1 ,Category ,Action D1'n¥) Intent N 7w D'1"'OXNN

.(N7"ann M2 Ul Don) Activitys |'a 1ayn 10 Intent 7w NI YI9IN WIn'wn e

'WIN 7w Activity-2 D'X¥n1 X1 (Skype-1 ,n1amn jA'Nn) DUArN 2 W' 7w 1'WON2 INNIN'O |7nY
O 170 117 DY 17w 19000 7Y DN NKR7EYRN WK Y D¥N7a.0aN7 AWpnn? oni epn
-N 0T IR NN 2NN NT) RN WIRT AN7 0N DR YZYOK TR T N7 NN wpany

?m1p Nt nn'7 ,(Skype

[9IX2 TVI'A K7 Intent-n) "R 770%7" Intent D'N7IW DX YWpRD WK 7w 19000 72V D'YNI7 DRWD
7R ('Mninn 210 IX) Activity-n IR ANKRN Intent Filter-n ."Mnin 27 IR Activity qr7 '9'¥00

.(Data-1 ,Category ,Action) 7'v'7 I1MDTNW D*'OXNN 'O7 TYIM KIN
JDNYpnn /arn yvixa nn (Action) n7von v npna
790nn ' (Data) yTnni .0avn n1'n (Category) nMIavEn

AN X 'R

Complete action using 9 nnww  (ni7an) Nexp'7ox 2 At Intent  Filter-n

N2mMN 2"NN) NN'YNn oy TTNNN? NI7D 1780 DIORNN
‘ G 77M% M2 NIMYOXR 2 W' ,n'wad R¥m KNI L(Skype-ni

Browser Chrome

MU Popup NyTIN 17 N¥9Ip P71 ,N9TYN 'K NdWwn?

AYNYT TXD NINY NN'RN NYpanY
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NNoSnn 7¥ vann NTIZIN

NUIYD A¥P'798 M2 ,0'NN9NN 7w VaNN NTIPM NN 178N NIZann 'R fan? 7awva

.D'N¥aApNI NIP'MN 72 121 NI790PRN DX 17 W' 78NY YA (TR Jon) Activity-n N v

Java - DW/res/layout/main.xml - Eclipse Platform

&|aB|ax|g

5% >0

|#-0-a~- &G

c !n,li.umkzg A

5 (dava) v "

Zoutline X\ B Y =0

[# Package Explorer &
=17
> @src 3

» &8 gen [Generated Java Files]

» =\ Android 4.3

> =i Android Private Libraries
& assets

@ drawable-ldpi
> @& drawable-mdpi
> & drawable-xhdpi
» @& drawable-xxhdpi
v @& layout
[ main.xml
» & menu
» @& values
» @& values-sw600dp
» @ values-sw720dp-land
> @& valuesv11
> & values-vi4
[ AndroidManifest.xml
B ic_launcher-web.png
[2 proguard-project.txt
project.properties

1 fRelativeLayout xmlns:android="http://schemas.android.com/apk/res/android"
2 xmlns:tools="http://schemas.android.com/tools"

android:layout width="match parent"
android:layout_height="match_parent"

android: paddingBottom="@dimen/activity vertical margin”

4
5

6 android:paddingLeft="@d:
7 android:paddingRig
8

android:paddingTop="@dimen/activity vertical margin"

» & bin lg tools:context=".Main" >
> & libs 1 <TextView
v &res 12 android:layout width="wrap_content"
a . 13 android:layout_height="wrap_content"
> | i
B rewbleshepl 1 android: text="@string/hello world" />

15
16 </Relativelayout>
17

» [ RelativeLayout

limen/activity horizontal margin"
"@dimen/activity horizontal margin"

> & nTest
b = _ _B|
@ TNB 5] Graphical Layout | (= main.xml/
£ Problems | @ Javadoc |[& Declaration | & Console % LogCat 3 =8
SavedFilters & = | |verbose :| H =] o) &
Allmessages (no fil 3 e
9 1 ( | Le Time PID TID Application Tag Text ]
com-eXamPIENEESt ", o511 23:45:29.9¢ 30583| 30583| com.example.ntest | 1ibEGL loaded /system/1ib/egl
08-11 23:45:29.9¢ 30583| 30583| com.example.ntest |Adreno200-EGL| <qe i
acaed
o
o

JAVA nowa ,n7'ana NNIDY NN 'Yapl TIpn 72 IR 270 AP isrc A" nn e

NOWA NamdN ADT 'aN79n "y 'UNVIX |DIK NIXNY NP7NN XD R NP7nnn igen avp'nn e

D'¥APN 197 NIF7NN NN NN NXN ,NNIK NN9) DX .("ONIVIN ,'KNXY [DIX2 NVNIAN) JAVA

1199 nan / vp'noa nxtY

Y'Y Nmamn (Nr¥p'oxn) niann D DX N7On DRTY Atp'nn iandroid 4.2 avp'mn e

y¥an X8 02T 70 2x'? X X7 NNonn ) 07w NIv'wnl NIgnnn 7D Nl TRNTIXA

Jmtpn niotuni ﬂl|7'7nYJ3. vuin'v

NTN1) D'VAD NNAITY D'ANYN [ONXKY7 'O D'wnnwn 'D'od'n NUpna :Assets a"p'nn e

S0 71 e IR Nap L, (ixn
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:Resources
namnn D nx 17w nirp'n 'n "drawable-hdpi / Idpi / mdpi / xhdpi" nrpmn e

BASELINE N NN NIX 2V 12 .NDMIX AX7Y7ORNY

MN TV OMUpY NNN7e NN neximima

"‘i‘, @ Nro'oan n7X L, T'RNTINA NINIZIT 110
A 4

i f LNOXO0 ANIZIT? Avp'm Xt X7 nTnal
XHDPI HDP MDPI LDP nOWYNN NNP7ORN DX 7'WON wNnwnnwd
~3200P1 ~2400P1 ~1600P1 ~1200P1

32X32dp AN N NaImnn DX INY - YT

UNNWNN 7w 1017 N1MNn DX D'RNNIE NI DNRNNN

-0 '¥ap XML '¥ap T v onNimnl Iy (onn) Activity-n yalp xxna "layout™ nuprma e

.]ONnN 1IT'0 NXR DM'TAan D¥YA layout-1 D'R¥NMw XML

AIN9) NN 1DN T'RNTIXY YNANWAY ' .0'0M9NN 7w XML ¥ap n7'Dn "Menu"-a n'p'n e
2TA NN9NN N AT DT 7V 21T TR NIFNWOKR / N'XDIRD Uin DX 7n0nn NI witwn

17W nivoIRNL TN Yimn NX

,IXZ'79RAW VOPLVN NITNNNA 7D DXV .NITANN DY DY XML '¥ap n'7'On "values"n nupm o
n'7'n1) U7 nimmy X7 NISWUNY [1'Dn NI 777 No9In NRIwN NIdSYY? DianNn N1y pal

.(Hard coded X7 :nnnx

:N7aNN vV '017iNn yTmin 75 NR 7on "AndroidManifest.xml" yalpn :AndroidManifest.xml e
,(Play-2 nx'79X7 *TIn' nn™d wnwnn) nyz'7oxn 7w (JAVA-n n'7an) n7'ann own 7nn
,broadcast receivers ,services ,activities-n) n'n2 N¥P'79RN DA DADIN 7Y DR
NNAIT?) Y¥a7 N710' NXP7ORNY NRIWD NITINNANIE NIR7NNN 7y 020N L (content providers
NYY NYINNIM TRNTIR DO 2V nnxn L (TTIMNNY n710' A¥™798N DN'RY  Intent-n
79 NNNXN Q10271 ,WIN'Y QYIY DXPYIORN 0N NIMD0N 7W VIN'D LYNT D7D NYY7ORN
NIDX NNNK NIYPY79RY NINYINN D2 7IXD NTNAL Nd1X (D7'2N) ¥ 798U NIRYINN

.(N7m 1?7 nm
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Apk 7¥ nna1 anmo
Take a look inside

,(N7'ann 7w Nipnn owa 7'M kNP7 'Nana) Phone Dwa nY'p'N 2271 Yalpn DX NNNSY NNX
X 1'WOY L(NN9NN ¢ N'NThN) 2'W9 1'RIY Nnn MY DX NIXA DAY YAINY RD N9 X
Dalvik-n 7w 277 onipn ™y 71907 nNavw INKRY) N7W NDI0N NIXNA N7'an / 0PN9N NIX D'RIN

.(Java code 7w 719n'7nn nRXIND yv1anw ,bytecode-nn

WY N N
YaI7n DX NN91I res/layout 2'N1a Xxn'* Activity-n 1170KRY 10D TX ,[A*NN 7@ Activity-n IR NND)

7 I¥N70 9w niwn 70 Ldialpad.xml

<ImageButton android:id="Qid/seven"
android:src="@drawable/dial num 7 wht"
android:contentDescription="@string/description image button seven"
style="Q@style/DialpadButtonStyle" />

(7v7w XML 2 n190n '9%) NIk NI drawable-hdpi n"Z'Nnn 'NNP%? Mo 7w Damnn NKi

.(yalpn 7w mamnn |70%) dial_num_7_wht XIn n7w pwnw

nwa XML yaljpa ,MIY Jnona Niand) ﬂ'XP"?DNJ 0VOopPLN NITINNN ,INNXY IND

,N7WUN values N"jp'n Mw' NOY 95%) values N"P'Ma N DT yalpl ,strings

UM AT NNAYN N9wA strings.xml -0 (DTN 2-2 DTN TR gAY

.values-iw

(7 1xn7n 7w RN Mion PiN) yaipn pimn 270 70

<3tring :ame=“descripticu_image_buttcu_five“>mnw<ﬁ5tring>
<3tring name="description image bntton six">ow</string>
£string :ame=“descriptiuq_image_buttun_seven“>u1m<55tring>
<string name="description image button eight">niinm</string>
<3tring :ame=“descripticu_image_buttcu_pine“bumn<ﬁ5tring>
<s3tring :ame=“descripticu_image_buttau_star“}n1:313<I5tring}
£string :ame=“descriptiuq_image_buttuq_;eru“>u9&<£5tring>
<string :ame=“descripticu_image_butth_pcund“}nﬂnb1u<f5tring>
<3tring :ame=“descripticu_dial_buttcn“b;11w<f5tring>
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D1IPYRN DX NNRYW? ,D%P7980 7W YN DR NIRWY (R0 ,0M'Y [N TIY Y¥A7 09710 X IT Tl

R b] "N DIANN NX NNYY IX DAONY - NN2ava NN n'xp"mxn OX ,NNIYN niimnal

:D'MAT 7Y qoNn [IIan NNRYT? [N nnyy NdvNa D U7 W qom

. /system/fonts :2'M12 D'R¥NIN ,D'01O NNWT? / Q'oIN7 e

PIT7 22N ,Man? NIV 07710 ,nn7xnn Y '7En) Ndvn 7Y, 0010200 'O NIKNNNG e
. /system/media/audio :a'miaa (121

NOIYD N71V9 NN N7 NDMNI /system/media :2'N12 NXYNY ,N0YNN W N7590n NUYNIX e
.(Ix2 1¥n7 AN V5N "12007) NI

NIX NYN VIYD ,(NDIYN NIYPY79X 1ND) NP'NN7 NINI D'NN K7 NNYION N'Y7'Y79XY DN DR @
N7ya DATA/app n"j'Na NNRPNIN N0 NeXPP79K) ./system/app :a'ma? n7w Apk yalpn
(rwxr-xr-x NINWIN W' system/app 2'N12 N"PNT7 TIVA , rwxrwx—X NRYINN

.SystemUl.apk-2 NIX¥NIN NRIAN [0 07X L,(010j730 N'WONA) Yann NIN9d NX NIW?7 D'¥XN DX e

(X2 1¥n'7 : AN 09N 120nY)

The interesting part

-0 DU RN NNIYAN DTN DNR NI 03P And atpna 107 N Apk-n X 1INNSWD
7w bytecode X7X ,JAVA 7w bytecode X47) bytecode 'yajp n'7x Smali .nopn 70 Xx¥xn1 nw ,smali
DAY TAaN7 N12) L(TRNTIR 2¢ 781001 ndnn) Dalvik-7 om'knnn qon nowa .(dalvik

.(assembly-7 o*7ap7nn

NNATAN 7'awa "My DW.apk yalpn DX TNM91 IR ,NANIMI Q7T [ATNN NUXZYIOKRY (1PN
Activity 2'xn'7n yIn DI'70 nwiy X7w 0iwo yalp Int ,("NNonn YW vann NITRIN") 0TIN 9vonn

.IX21 TIIN7 [N yalpn NX ,Hello world! niwn 1a1 T

NXIN XK TIND DNTAN DR DX DNTann mawn nreg'm N7Dn smali nmMYonw NIXTY 1N

.dw<example<com<smali n"{7'n7? 0101 .com.example.dw

Jnron "2 17801 oW "$" [nron Dy 17X ,0'¥27 7w DfAI0 W NIKTY7 N1 dw Nt

JAVA nowa 7121 class D' $-n n'o K77 o'vapn e
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Yalzn 172) $-n 9% NXAY Yalza N'no JAVA Npnn It D non yalpn owa $-n n'o e
.(id w2 R yalpa class ;N9 np'7nn 1'n RSid.smali

.Main.smali yalpni R.smali yalpn D $-n jn'o X77 oyapn

Yaipnn L(res/layout 2'nia XML yalp NIv¥NN JXIvnY) n7w Activity-n InT Main.smali yaipn
NXN NNOANWI X"T ,NNPYORN 7¢ DARWNN NI NONNI '0NIVIR [9IX] XY YalZ INT R.smali
17 XU NN (drawable nUpninn) nnuon nanNY IR layout-7 ,string-7 ,IN92%7 XnaIT? RNpY

.R n'7nnn J1iMn

:Maim.smali yaipn 7ima 7on01 ,nyd

class public Lcom/example/dw/Main;
.super Landroid/app/Activity;
.source "Main.java"

# direct methods
.method public constructor <init>()V
.locals O

.prologue
.line 7
invoke-direct {p0O}, Landroid/app/Activity;-><init>()V

return-void
.end method

# virtual methods

.method protected onCreate (Landroid/os/Bundle;)V
.locals 2
.parameter "savedInstanceState"

.prologue
.line 11
invoke-super {p0O, pl}, Landroid/app/Activity;->onCreate (Landroid/os/Bundle;)V

.line 12
const/highl6 v0, 0x7f03

invoke-virtual {p0, v0}, Lcom/example/dw/Main;->setContentView (I)V

.line 13
return-void
.end method

.method public onCreateOptionsMenu (Landroid/view/Menu; ) Z
.locals 2
.parameter "menu"

.prologue
.line 19
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invoke-virtual {p0O}, Lcom/example/dw/Main;->
getMenuInflater () Landroid/view/MenuInflater;

move-result-object vO0
const/highlée v1, 0x7f07

invoke-virtual {v0, vl, pl}, Landroid/view/Menulnflater;->
inflate (ILandroid/view/Menu; )V

.line 20
const/4 v0, Ox1

return v0
.end method

TTIEn DX 0'R'7N7 7

.class-n 7¥ NNNXN DY NIYRIN DNIWD Wil

.("N212N) constructor-n 7w NTINNN NX O'RN X 14 TV 5 D1iwn

.(Activity-n N7¥9n Ny NMIpY NNn? N'RINK) onCreate NTINNN NIX 0'RN 32 TV 16 N1wn

-1 NIYYN MY 7Y N'RINRY) onCreateOptionMenu NTINAN X O'RN 9100 TV 34 Niwn

(‘78190 ,Activity

nP7Nnnn (extends) Nanm AN TAN AP7NNNY 7722 0T X ,DIPN DIYNA 7102 Y'om 'Xian
'N12N X WA P71 (Activity-7 super 7w n9nn 197 ,nnwn NNIWA DA NIRT NIRYYT [N1) Activity

Java-a n'7apnn naIw NI'R XD NIRTYT 7211 ,onCreate nTINNAN 7V 7DN01 DX Activity 7w
aIon sacedinstanceState nwa "0N® N7apn X'NI,onCreate XIN N7W DWN ,protected NTINNN
NTINNN 91021 ,(7'09 NTIR1 NIYXNKA YXINN 0N NTI9NN ,0M0N19 NNd DY’ nT'N1) Bundle

.void n'Tnn

,JINT NNIY? D'INWNAN X700 2ANN2 D2INDIE -2 0'%7'NNN DNITRIMN D'OZANIND 'A10 D NINTY 772

NAn VUMD D'WY'OIN

dntpxn -1 e void |["xn -V e

(v 64)long|"xn-J e .boolean |'"xn-Z o
float|"xn-F e .byte'"xn-B o

.(u1 64) double |'"'xn-D e short|"xn-S e

.char|"xn-C e
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XD X7 'wnn? 710 NI "ynnY i, 0v'0'0aN DANWNN NIR

NiMiwY nnda Dalvik VM-7 nx1In nann nxt niw ,aooni "locals" '8N X ,[pn WNK? v

DMUMD 7Y NMIYY IR NIMEA DM Yy "p"ar v wanwn smali-n ,q0ma .wnnwnY

.(Mxnn)

TIN N7 NXNY M1 DAYIND NI N9 ["¥X 27 .07X0 [mn w* X ,0"N2 T Dalvik 7w opcode-n

.IX27 012'17 7215' XN Nn'wnn

NN 1aynl vx PN ARINN 7Y class 2 NTINAN DR 7'v9n - nvoke-super {vx, vy, ..} e
.vy DY/0n9on

D'/AUNI5N NK YNl VX OP"AINA N'Y7RI0YTIN NTINAN DX 7'von - nvoke-virtual {vx, vy, ...} e
vy

AU 7 'RY NNXNIL ,smali-2 NNIK 0207 10X X ,Hack VoL Dy (Toast) N¥9IP NYTIN 0]

:Java-a nIwn 707 ™ ,smali-2 2nd7 X

Toast.makeText (getApplicationContext (), “Hack”,
Toast.LENGTH SHORT) .show () ;

MK KN L1727 smali TIpn DR AR, apktool NITVA NND1 ,RX™M 79071 ,0{7'79K7 NNIX 0'1)

T NIy

invoke-virtual {p0}, Lcom/example/dw/Main; -
>getApplicationContext () Landroid/content/Context;

move-result-object vl

const-string v2, "Hacked!"

const/4 v3, 0x0

invoke-static {vl, v2, v3}, Landroid/widget/Toast;-
>makeText (Landroid/content/Context;Ljava/lang/CharSequence; I)Landroid/wi
dget/Toast;

move-result-object vl

invoke-virtual {vl}, Landroid/widget/Toast;->show()V

L"return-void"-n 1971 ".line 13"-n ANX7 ,33 NIWA INIK 01011

X 7'W91WD W' YIOPN NYTINNY D0'¥N X D ,onCreate NTINNN NNN Toast-n NX 0'0'1dN 1IX)
DINYI .DNIYA TIYa wnnw X PY "locals"-n TYw 19000 NX NIYa?7 npDWY X7 (N'x7"79KRN

(D7D 17 NTN Q1Y) ANIR DINNAL,YTAN DY¥PY79RN NIX N12)
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LTAWY ATV 17721, NNIR D' ,'won n'xrf"'zgxn X Nyl
nid'o

0VaNN NTIFN 07102 Apk YA 'R 1'RY L0770 INRNA NTaY Android-n Ndyn 'R TN ,01'07
Reverse ) 1INX7? nomn nyxjp nyxal XML 'yap oy ngn'w Apk 'xap nnno ,nnonn 7w

.smali 'xapa nizoynin 1 72y (Engineering

IDN1MIY - 21wN DNELYTA Y'WYNYT ,WUTN? MN7XNY DN IR
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| am Very Good - Stage3 Pwned!

(P) 2T a%791 (Antartic) '00IW 2N NRN

ANTN

Reverse-n DINN2 DMANN nYaIX 2"awn Do1o L"IL-Hack 2009" o1dn nmaona ,2009 nivwa
DINN2 NINWD 22 0'WIR NN'YN NN'D YR DNDANKR 01019 Nwun .CrackMe a10n Engineering-
NAIMD N9IXA DRI NNYX¥N 7Y Nwann nyTIn Jonn 7y ny'ain Manx 72 n'no X7 .RE-N
TPNN1 DT WANNA 'YIPD NN 'O 7Y 3 Ty 0-n 050NN DNANKD .N"IR DNYY7 DN0RR INIT

.(stage3.exe) NY2INN NN |INNKN 1ANK2

["IXAD NNAXRA DR RNP7 DY'YNA 3R Y1) NIMon 2]aNAT-'0IX NIR'D0 IR01 AT NN
:DigitalWhisper 1 1Mn xXwiiaZerith v

http://www.digitalwhisper.co.il/files/Zines/0x04/DW4-3-Anti-Anti-Debugging.pdf

A28 NN TV DNYMN R 1NIKA 12T DNYY D'RYIN IR RIVY a0 ' qom

Intel x86 Instruction Set:

http://www.intel.com/content/www/us/en/processors/architectures-software-developer-

manuals.htm

MSDN:
http://msdn.microsoft.com/en-us/library/windows/desktop/ff818516%28v=vs.85%29.aspx

DY DD

Ollydbg:
http://www.ollydbg.de

Ay AXINY? AN NRDNYAY NI [0 ,ONKNA NIY'IND [ND'TA NIAIMDY NIA'WN on''Yy 'R

XN 722 0'02N NAIND 'MW DIIAA ASLR-N J12aan
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http://msdn.microsoft.com/en-us/library/windows/desktop/ff818516%28v=vs.85%29.aspx
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nN17 7'NnNn%71 N2dINN

* OllyDbg - stage3.exe - [CPU - main thread, module stage3]

@File View Debug Trace Plugins Options Windows Help

TIi7a (Step) Tvx? 7'nm

n"RINN NN

.stage3.exe N'1DINN NX |[yVll Ollydbg NX NNo1

JANIR

= |
[]s]x]

(= %] w0 S0 (U] L] e MW ] c[R]: ] B[M[H| E

55 PUSH EBP - |Registers (FPU} -
811E1801 8BEC HOU EBP,ESP Enx ooseicss B
011E1003 6A FE PUSH -2 ECX 74FFB6FB MSUCR9B._ initenu
011E10805 68 EB431E01 PUSH OFFSET stage3.B11E43ES EDX 0680008088 -
011E16804a 68 C5311E61 PUSH stage3.B11E31CS EBX 08060086
011E160F 64:A1 0OAOOBOO |HOU EAX,DWORD PTR FS:[8] ESP BBIFFREC
s11E1815 58 PUSH EAX EBP BB3FFC2C
911E1816 51 PUSH ECX ESI 968000001 L
011E16817 51 PUSH ECK EDI B11E5648 stage3d.B11E5648 i
o11E16818 S1EC 38050060 |SUB ESP,538
011E161E n1 pO501E61 MOU EAX,DWORD PTR DS:[stage3.11E5688] EIP B11E1888 stage3d.o11E1060
B811E1823 3145 F8 X0OR DWORD PTR SS:[EBP-8],ERX C 8 ES 982B 32bit B(FFFFFFFF)
B11E1826 J3C5 XOR EAX,EBP P 1 CS 0823 32bit B{FFFFFFFF)
o11E1028 8945 E0 HOU DWORD PTR S$S:[EBP-2087,EAX A @ SS 802 32bit B(FFFFFFFF)
011E1628 53 PUSH EBX Z 1 DS 8828 32bit B(FFFFFFFF) ]
811E182C 56 PUSH ESI $ 8 FS 08853 32bit 7EFDD@AB(FFF)
811E162D 57 PUSH EDI T @ BS BA2B 32bit B(FFFFFFFF)
911E1082E 58 PUSH EAX b8
011E1082F 8D45 FO LEA EAX,[EBP-10] 0 8 LastErr 980BBOBA ERROR_SUCCESS
011E10832 64:A3 0BA0GE00 |HOU DWORD PTR FS:[0],EAX
011E1038 8965 E8 HOU DWORD PTR SS:[EBP-18],ESP EFL 80068246 (NO,HB,E,BE,NS,PE,GE,LE)
811E1083B 68 18551E01 PUSH OFFSET staged.B11E5518 ST8 empty 0.0
911E10848 FF15 88491661 | GALL DWORD PTR DS:[<&KERMEL32.InitializeCriticalSection>] ST1 empty [BL0
011E1646 55 PUSH_EEP “15T2 empty 0.0
Stack [BB3FFBE8]-1 “]15T3 empty 8.8
EBP=BA3FFC2C STh empty 6.8
~|sT5 empty 6.8 -
Address |Hex dump ASCII - [TEIEd [ 011E2CH6F, 1|RETURN from stage3.011E1008 to stage3.011E2Ch6 =
011E5808|C3 15 24 B7 |3C EA DB 48| FF FF FF FF|FF FF FF FF|a—%-<aaHaaaaaaaa ()| 983FFEFB|) BoBGA6AT 1 .
811E5818|FE FF FF FF|01 08 @0 0A|8A 80 60 6 @G AR @A BB aaaai W BO3FFBFA4| | 00602A46)| @=  (ASCIT “H="
911E5620|00 00 06 06|00 00 00 0G| 06 00 66 06|60 60 80 0O QYIFFBFE || BB6O1C7E) x
011E5030|00 00 0B 06|08 0O 0 0G| 06 60 66 06| 6O 6B 6O 06 GU3FFBFC) | BZ71BESEF| aa--
011E5046 |08 B0 96 08|00 66 06 60 66 08 0O 00|00 08 60 06 803FFCO8) | 06600600
011E5650 |68 00 08 00|00 60 60 88| FF 15 70 11|60 81 8B 35 alp4 1<5 B03FFCOA4 | 0O00BOO
911E5060 |80 11 87 081/58 FF D6 8B|7D FC 8D 45|FB 58 FF 35|B<lliPaac}a EaPaS B03FFCO8 || FEFDEDOG| aa™
011E5070|6C 4D 01 61/ FF D6 8B 4D|FO 6A 15 33|CO 50 50 83|1Hiiaa<Maj-3aPPF BG3FFLAC) | naogaoan
011E5080|C7 28 57 83 €1 OF 51 58|53 FF 15 4C|11 89 81 5F|a(WfaTQPSa-L«hi_ BG3FFL10) | naoggoan [
B11E5098 |SE 5B 33 CA |40 C9 C2 18|F2 6A 23 68|BE 43 67 01| [3a@aatajlthkCgl .| 993FFC14)| BBIFFEFC| aa? a1
in: i3 - gll aopsceac|Ta &

,_ | Paused

XY NTIRZY AN DNARANT aN% nwnwnn INT 3 XN |'n:m'7 |1 N"OINN n7'nna

SD
8365 FC 00
cc

C745 FC FEFFFFFF

EB 26
33C0
40
C3

POP EBP

AND DWORD PTR SS:[EBP-4],00000000
INT3

MOU DWORD PTR SS:[EBP-4],-2

JHP SHORT 00401038

XOR EAX.ERAX

INC EAX

RETH

N'DINN NNAT Nyapl ownl Exception Handler-n 78 N2y NN ,NY¥ANN AXINN TWUXD

N202 IT AXIN 727U AXINY DIWN 21K T-T0IN npP'OLY IT AXRINA wnnwn? 0'anin 0'nnon

X NUYUN DX Y RYT P71,17 VAR Ynnunnw NYYYN DITIZIN DNX T D NINT? 17 DNan ARt

.Exception Handler-n

45
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nUwN OX R MDY (flag) AT AnaN'w nanwn Ntval  NRT nTay 7¥17 1 nnonn
N'DINN NN VI7YY1 NDINYT 91IXA NARA'T DX NINT? N0 N1 Exception Handler-n 78 nNavin

.OXNN2

Qwnna TIY NRT T Exception Handler-n 78 112yn no™winw oy 751 yxian nniT np'ma

NYUXIANN N'TAN DX NY'NNNN XNAIT 97X)

int debugger flag = 1; /* Assume a debugger is attached. */
__try {
__asm {
int 3; /*INT3 trap for the debugger. */
}
}

__except (EXCEPTION EXECUTE HANDLER) {
debugger flag = 0; /* Debugger flag set if the control was passed to the exception
handler. */

}

(1 == debugger flag)
MessageBoxA(NULL, "Debugger Detected", "Debugger Detected", MB OK);

:INN71 N'INN TIZ NN 2AY7 1'wn ,Nyd

o POP ECX

C74%5 FC 81881 MOy DWORD PTR S3:[EBP-4],1

cDh a1 IHT 1

C745 FC FEFFI HOU DWORD PTR S3:[EBP-4],-2
. EB 26 JHP SHORT 88841123

33Cca #0R EAX,EAX

48 INC EAX

C3 RETH

N X' INT 3-w 1 NliY nann XM 120 IT ARIN T'oN LINT 1 2100 NIXIIN Tij7A nix1? N1
JIXINN MY 227 DNT IT N'DINA 2K T-'0INN WIn'n

NDINN NN )'wnl

68 BC5525081 |PUSH OFFSET @125558C
68 805525081 |PUSH OFFSET @1255580
68 28562501 |PUSH OFFSET 81255628
68 88552501 |PUSH OFFSET 81255588
68 A4412501 |PUSH OFFSET @12541A4 ASCIT "%x %x %x %x"
FF15 BC48250871CALL DWORD PTR DS:[<&MSUCR98.scanf>]
83C4 14 ADD ESP,14
83F8 By CHP EAX,4

. D 8% JGE SHORT 81251154
E® 8@110868 CALL 812522D4

| am Very Good - Stage3 Pwned!
www.DigitalWhisper.co.il
46 2013 M210IN ,45 |1I'72




Technologic

N'Y190 "T-7V N9INAN VN9 .scanf N'YPAI9N NITYA D'INYN NYAIRT7 V7R DY D NIKYY N1

.0"7n'¥ToPN 0'DIY NYIIX 11N

2 N'RNA scanf NX7a197 NkNEn ,C NOYWY 'woIn DIAN]

scanf ("%$x %$x %$x %$x", &pass0, é&passl, &pass2, &pass3);

:N10NNY7 7190 1T02 D'ONTIYW DANWNAN NIAIND NX NIXIT7 [N IWUKD

&passO0 = 0x01245508;

&passl = 0x01245628;
&pass2 = 0x01245500;
&pass3 = 0x0124550C;

NIAINdA NNX 721 AR Y¥ANN WWXD .(Hardware Breakpoint) nnin aion 1Yy N yvam

0770 7Y NY¥aN NTDINN NS 17'K NIRYYE NP 2pYY 7210 01,013V 1AKAT DRNYNN

.1101ONY
@ Hardware breakpoints EI@
Slot |Type Address |Module Status Disassemhly |Comment -
1 Access:1 |W11ES5088 stagel Active
2 Access:1l |@11E5628 | stagel Active
3 Access:1 |B11ES5500 | stagel Active
4 Access:1l |@11ES50C | stagel Active

XTIY [N |OXI .NN7x¥N U'7|7] yTmn 0NN 0'0INIRD 190N DX AT scanf N'X71190 AIMNd
n'xm|9'7 Y1971 ,0"p¢NN X7 'NINNI NT'AQ .WQIN 190NN DY DRIYN NIY' TWKRD , TN QYNN] NNRT

.(ExitProcess) 7"7nNN NX'X' DX |NTN 910271 ,N'IAY XNO'ON D 117 Y'TIN MWK

YWD NDINN L,DMNANYTORN DY NYAIR 10771 17D Format String-7 DXN 01DINW V77N DX
N7 [NIY '9) ,UnNunn [N NU™YpPEN 1T07 DXNNA NIXNO'ON 1TO7 ON™N1 ,7'KI NN .71y 97

.scanf N'¥p197 NN

NN NXN I7|7]1'ZI ,NIDINN NX'M \Ynna

| E5 82 [IH EAX.2 [1/0 command ]
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I/0-n nIxIN 72 x86-n *Tayvna .1/0 aion (Privileged Instruction) nonim nx1IN N IN AXINN
IT n'21v9 ,(Ring 3) NIN® NONI'M NN NNN IT 210N DX YNIN7 n021 TWKD .Ring 0-2 n¥1n'? Nin1
-0 X NO™MWN NN Xon LH#GP IX General Protection a1on (Exception) nann Npt? DiNan

NRNN N7'NNA 1NATAY IT? NAIT N7 T2 YXIani Exception Handler

.Intel Manuals 1902 I/O Privilege Level 15.5.1 7192 |"'V'7 D' 1IX ,XWIIN 7V D901 NRN77

,A1'ARQ' TN ']"7nnn 791 ‘N7 |7'7I'I 12'N MYV NITIRA win'wn ,RE-N DINNQ D'70YyNnNn D'WIND

T 'WIR Y21 NN DD 111011 IRT NIYYY 'Wipa 177N] AT 1anXa

6A 88 PUSH @

6A A8 PUSH 8

6f A8 PUSH 8

68 4A218CA1 PUSH 818C214A

60 A8 PUSH 8

6A 88 PUSH 8

FF15 284880C81 CALL DWORD PTR DS:[<&GHKERHEL32.CreateThreadZ]

:Windows 7w API-n JInn CreateThread n'¥j7219%7 NX"Mp2 |'NAN7 N1

CreateThread (NULL, 0, (LPTHREAD START ROUTINE) 0x010C214A, NULL, O,
NULL) ;

anIN2a 0x10C214A NAINDA NX¥NIN D¥PAON DX Y1 WK WTN Thread 1IX'M D'¥7a197 ARMzn

:(Calling process) n'¥j71197 XKW 1'70NN 7w "7XI071N NIANDN

C74424 88 8123456 MOV DWORD PTR 35:[ESP+8],67452301
C74424 AC BOABCDE| MOU DWORD PTR S5:[ESP+8C],EFCDABEY
C74424 18 FEDCEAY: MOU DWORD PTR S3:[ESP+1@],98BADCFE
C7442Y 14 76543211 MOV DWORD PTR SS:[ESP+14],18325476

22122 X7 WI9'N .TAXR 79 DN NYAIX 77122 D'WIAR NYAIR 0721 ,0'¥7190 TIa DX 7nyn) DX
['2 IRIYN NY¥ANN TIPn U2 .0'¥2192 MD5-0 DNNIAYR 7¢ winm nY' D N1j7on? INIK X!
NYTINN DX 72772 ,NINKR ,N270 J'WnN N'DINN DY PR Dl NTNa ,(Checksum) n'-Hash v

:N0NIDNN

"Debugger Detected :)"

.ExitProcess N'¥j72190 MITN |21 WNKYI

707y NITIRIA WNNWA? D'713' X7 NNIX Y11 AT DNNIAYRD NINKNA TR DXYA an T
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7w Checksum-n 7m 7x (D"i'w X477 ,2n171) Nipnn Tipn 7w Checksum 7y nyxann axnwnn
[IUXRIN NN L,NNYI0N IXIIN 7V NNV NTIRIA Wnnwl TWRD .(Code Section-n) 'NdIIN 1ax¥N2 TIpn
Checksum-n yxan' Awxd ,NXT NIy L(INT 3 AxINN 7@ TIRoIRN) 0xCC-7 9'7nN* TIPOIXN 7w

DANQTN T 2w 1T MIpnn Checksum-nn NJIW DAY XN, RN

6A 04 PUSH 4

5o POP ECX

BF 5C518C81 MOV EDI,OFFSET B18C515C

8DYS D4 LEA ESI,[EBP-2C]

33ca XOR EAX,EAX

F3:A7 REFE CHPS DUWORD PTR DS:[ESI],DWORD PTR ES:[EDI]
. ¥5 1A JHE SHORT B18C2223

NIXRNO'ON

0777 YXANN DNYR DINYNN NINON NNR 73 7V Hardware BP a10n Ny NITIza nyap 27 0TI

Xno'on nu‘m: I''N NINWNN Namon AR [I'0] NV NYXINN NIIYRAIN NM'XYn .NIRNO'oN

JD'when
ES 1908EGBO0 CALL 8PZE2BC7
FF35 BA552E@8 |PUSH DWORD PTR DS:[2E5508]
68 BCA12EQD PUSH OFFSET BO2E41BC ASCII “(:tregxreez)”
8D85 CBFCFFFF |LEA EAX,[EBP-348]
) PUSH EAX
FF15 CA4AZEAD |CALL DWORD PTR DS:[<&HSUCR98.sprintf>]
83ch OcC ADD ESP,BC

N'WIYN XNO0'oN NIX NVYR I'7X NINWNN DY sprintf N'¥RaI97 NP MW D AR

|sprintf(buffer, "M gstll)", pass2?);

2 AR N'vIon NTNNnn L"ABCDEFFE" Xxno'o |N1'na

| (:!!!ABCDEFFE!!!:)

X797 NNAN AR PN

| E8 158000600 [CALL stage3.B8@95284C |

XNO'ON NX N72pn XN 0TI M2AT 1'7y MD5-n DNMNYXR? win'mn D' RN NUY190
YIN'Un 2y .(N'972109M7 212 NU¥A9) Hash-7 IMIR ndoini sprintf * -2y NTTipn'n n'wwn
172 NN yINY X0 maone Salt ' sprintf-n Nt¥paoa Format String-n D pron? N1 MD5-2
NTNNN Y'TNN NO0N N'YI97 NXMP? Dictionary Attack-1 Rainbow Tables-2 win'w *T-7y Xno'on

I"7YJ'X'I'O|7|'1 0ONI192 WXNY Hash-n X Nax'nn

B8 28554000 HOU EAX,OFFSET 00405528 |ASCII "accBab9629dd1831c5980ch95eabd181”
E8 9A0DOOGO CALL 0040Z0EY
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A20'¥TOPN VNNISA Hash NAX'MA NTNNA MY ,NN2IN TIZ NN KIXNY N TIgn Junna

68 2CAT29F8 PUSH F829aT2C

68 DCH414000 PUSH OFFSET 004041DC ASCII “"aa4t2dfy4”
68 DBG638ET6 PUSH T68E63DE

6A 39 PUSH 39

BA 65 PUSH 65

BA 33 PUSH 33

6A 63 PUSH 63

6A 66 PUSH 66

BA 36 PUSH 36

6A 38 PUSH 38

BA 65 PUSH 65

68 E3414000 PUSH OFFSET O04041ES8 ASCII “Yclkekekckekekelekxhshx”
8D85 EOFEFFFF LEA EAX,[EBP-120]

50 PUSH EAX

FF15 Co404000 CALL DWORD PTR D$:[<&MSUCR90.sprintf>]

:(Hash-n) n'¥j72190 NY'ThRY NTNNNN DR D

-0012F8EY4| 2" |ASCII "e86Fc3e9768e63dbaalT2dfy4f829at72e”
QO4OYT1ES | 3A@ |ASCII “ZecXkckochcieloXohelixisix™

A¥nW Hash-n 2% n¥paon "y ATNIMY 'NdRN Hash-n 2 ARNWN Ny¥ann pn nx? Dkl

N'WUN XNO'oN V7N

5D POP EBP
8B85 CCFEFFFF MOU EAX,DWORD PTR SS:[EBP-134]
OFBES405 EOFEFFFF|MOUSX EAX,BYTE PTR $S:[EAX+EBP-120]
8B8D CCFEFFFF MOU ECX,DWORD PTR SS:[EBP-134]
OFBE89 28554000 |MOUSX ECX,BYTE PTR DS:[ECX+405528]
3BC1 CHP ERAX,ECX

. TH 13 JE SHORT 00401CHA
BE 00424000 MOU ESI,OFFSET 00404200 ASCII "Not Good ttttt”
8BTD 08 MOU EDI,DWORD PTR $S:[EBP+8]
As MOUS DWORD PTR ES:[EDI],DWORD PTR D$:[ESI]
As MOUS DWORD PTR ES:[EDI],DWORD PTR D$:[ESI]
As MOUS DWORD PTR ES:[EDI],DWORD PTR D$:[ESI]
66:A5 MOUS WORD PTR ES:[EDI],WORD PTR DS:[ESI]
A4 MOUS BYTE PTR ES:[EDI],BYTE PTR DS:[ESI]

.. E9 95020000 JHP ©O401EDF

(n'-Hash-n NX Niax'MN) NITNNAN A NNXR 72 7¢ D'NAN DIN 2 ARIYA NY¥ANn D NIKYY [N
Not Good " NTINNNN Y'9IN ,NIIY [1'R [Nl DTN .N1ID1 WNNYNN T7PNY XNo'on DXN 71Ta7 ' 1D

221NN YN7 'wnn N'DINN ,NINKL|[ND'TN 7w Dump oy Jonn 72y "I

.Hash-2> maxi'a x'nw "19n Brute Force-2 wnnwn? 7N0X] ,RNO0'ON NX NI¥N7 '1O2
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?Nno0'on 7Y D'WTI' 1INIX AN

JNIPNAN XNo'on 7w Hash-n Nk ima v e

.OXFFFFFFFF N 2 mn 7w, i) ,0'NA YR 77122 '70' 7070 1901 X'n KNo'on o
"(:11%x!11:)" 11'n XNOo'oN NIX |'OXN7 ' IWNNWN 1A Salt-n e

,IT N1onY% Python-a 11N X .77 Imwnw 0nimaa awnnna Brute Froce yxa'w 175 2imdY7 7on

TIPN D219YI

Written by Ronen Shustin and Peleg Hadar
For Digital Whisper

import hashlib

o

i = 0 #Loop iterator. Also the hex number used for hashing.
enc = "e86fc3e9768e63dbaad72df4f829a72c" # Hashed password to BF.
buf """ # Buffer.

while (OxFFFFFFFF > i) : # The password is hexadecimal number, 4 bytes sized.

pass4 = hex(i).rstrip("L").Istrip("0x") # Strip the '0x' from the hex number (iterator) and the 'L' if
long.

buf = hashlib.md5("(:!'!" + pass4 + "!I)").hexdigest() # Generatesthe MD5 hash with the
salt.

if (0 == (i % 15000000)) : # Indicator - print loop iterator every 15 million iterations.
print hex(i)

if (enc == buf) : # Checks if the generated hash is equal to the hashed password.
print pass4
break

i += 1 #Loop iterator increment.

Hash-n NX NN¥'S N2INN ,NIAY7 YyaIxX 2va Core i5 Tayn OV AWNN 7V NRDINN DX XN WWUKD

Q'YW KNO'oN NIX 1IRYN 21 ,0xABCDDCBA-1 nxyI Niyw 02:19:21 JIN
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n0'7,7] I'7N NINWNAN NaImon NXMZ [I'0'Y NV IRV 1ARATA D X1 N'DINN MNX 1IFD'7 q'wnl

:N'V'27N XNo'oNn

A1 BCS551AB80 HOU EAX,DWORD PTR DS:[stage3d.1A558C]
35 6F6F6F6F KOR ERAX,6F6FGFGF

A3 BC551A84 MOU DWORD PTR D3:[stage3.1ASSHC],EAX
A1 BC551A04 MOU EAX,DWORD PTR DS:[staged.1AS5BC]
33p2 NOR EDX,EDX

83C9 FF OR ECX,FFFFFFFF

F7F1 DIV ECX

69CH AZZF6768 IMUL EAX,EAR,08672FA3

B? 33CHF7FA MOU ECX,FBF7CB33

2BCSH SUB ECX,ERX

894D E4 MOU DWORD PTR S3:[EBP-1C],ECXK

:C NOW7 Xan DNMIN7RN DX DAN)

int pass = *(0x01a550c); //User 4™ password
int final = Oxffffffff; //Final result.

pass "= 0x6f6f6f6f;

final /= pass;

pass *= 0x60672fa3;

final = (0xf0£f7c033 - pass);

N'NN X'LLNDI0N NRXINN 7V V'OYN X7 DNNIATRA 790N N71V9 ,09X7 nlY pI7'Nn Nanl nT'na
.0xfOf7c033-7 nnw

7¥ DY PN NKRY? .pass-2 DWINI 0x60672fa3-1 791N NRXINN ,TARY DY 217'N0 Nl nT'Na

i Lfinal 7w 1>7yn Yoin' pass

‘final = (0x£f0£f7c033 - pass) = 0x90909090

?7TnX7 AnwY pI''n nan' y'anY 'pn N

- 119N NRT ,77INNY7 DY 27000 UKD 71 MY NN 217'N0 1IN 17w N2 0TI 11'RY 19D
'R X L(D'M2 NY2IXR 7T YMXToN 190n) 117 (ININ NHVA NI Iman 190NN ' OxfFffffff

:DNMIAZRN INN AX2N DRIINN 7Y 75N01 ?7771Nn7 nnw 27nnn 12 axn? yan? 'on

|pass ~= Ox6fof6f6f

Oxfffffff-7 N N 7'w7w XOR-n nkdIN WNX7W 0977 1Nov)
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"0 09PN DR RIXNY 7010 ,M0Nn'0 11'0 XOR-2 win'wnw (it

Oxffffffff ~ Ox6f6f6f6f = 0x90909090

CTIPZN WUNN2 NWYI N WIN'WNi 10NN 7R 21NN NIRXIN N9NT ,DNMIA7RN 910

68 84514000 PUSH OFFSET 00405184
C3 RETN

NIXIINT AP MY DNKR T'AL,N1I0NNY NONTI AIYNN DIXXIN 7Y |N2'TN NAIND D NIXKYY N9
UnnwNn Y 09pn .nNRaonn TNy X7 (EIP) y Taynn ANIR DAMdN AT N7 L RETN

.Opcodes-7 MaIN' 1077'Y D'DIWNY DIYN NDINND TR 72V 017WY 17 NMWOKRNA ,NTNN NAIND MY

7 DNt 0xfOf7c033 wn 7w npna

33C0 XO0R EAX,EAX

FTFO DIV EAX

C606 00 MOU BYTE PTR DS:[ESI].0O
c3 RETN

AWX 09N NPI7N NYXANN PN INX7 .nyy 0y XOR-n NXXIND 09X7 nIY EAX MIRD 7w DWW

17 |2m> Daim' 0x90909090 i .#DE Ix Divide Error aion (Exception) nan? ninan

90 HOP
98 HOP
o4 HOP
o0 HOP

.90909090 X'N XNO'ONW 2'0NY7 [N KON ,NA'PN NN NDINN NIZ'WO NXK J'wn'y 12T

813D 28564000 AFB|CMP DWORD PTR DS:[405628],DEADBEAF
. T4 05 JE SHORT 00401504

Eg DOODOOOO CALL 004022D4

CT45 FC 07000000 |MOU DWORD PTR SS:[EBP-4].7

.NMYN RNO'ON NIXK 10717 I'7R NINWNAN NAIMDN AR [1'0'1 Ny IXY! MARATN NNDINN JWNna
WA DY NMYD RNO'ON NIX NUYR N MINwnn WYY NN RIYNA 'Nan?  nn
Wrong nYTINN Y'9IN N9I0QW N'Nj7I97 XN MW N7WO1 AXIYNNE nTnd .OxDEADBEAF
NN NMYN RNO'ONY P'ON7 N1 XdN . 1DINND 71¥97 'wnn ntdINN NOnx ,"Password”

.DEADBEAF
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sD POP EEP

FF15 1C404000 CALL DWORD PTR D3:[<&KERNEL32.GetCurrentProcessId>]
3905 08554000 CHP DWORD PTR DS:[405508],EAX

™ 05 JE SHORT OO401613

E8 C1oCo0oo CALL 004022D4

I'7N NINWNN NAIMdN AR [1I'011 DY DINY' AR D AR, DNDIMN TIZ DX QY7 'wna
API-n 1NN GetCurrentProcessID N"¥j1197 NXMP NIY* D NIXTYT [N .MIYKRIN XNO'ON DX 1077
vnmoa (Calling process) n"xjd7? XEn 1'7nnn 7w PID-n NX n'tnnn ,Windows 7w
DY NMIYKRIN KNO'ON NIX V7R 'R NINWNAN Y 7Y ARIYNL DN INKT7 TN 'N2 9XTopn
,NIVYWOY .AXINT AXINN NINWAL NYIAPZ NI'R NIYRIN RKNO'ON NI Y190 MITNNY Wi
NNO'ON NX 1IRXN DI L' Topn 190Nn7 INIK 1'Nn? ,stage3.exe 7w PID-n Inn 71ma%7 11'7y

NMYUKRIN

RN ARXINN DX I7J|7] ,0'YINTN D'L‘)'7|7n NIXINI NDINN NXIN INKY

- C:\WINDOWS\system32\cmd.exe

C:\Documents and Settings\Administrator\My Documents\Dounloads\InmUergGood>stagel
3. exe

Enter Password:

CDC DEADBEAF ABCDDCBA 90909090

Wait. ..

Good Job!. . Send
email to

with subject
: stage3_4578506
411deBd443dfe3c
4fde6Tede. . .Atta
ch your resume.
Good luck!

C:\Documents and Settings\Administrator\My Documents\Downloads\IAmUeryGood>_

© o m
niN'o

DN 1IWNIN YUK Anti-Debugging-n NIV'W 7w N0 1D JIN WD MANKD IR 11NN 1NKN2
NNIX 17'2NY ,NINNO'ON 7W V7PN INWN NIAIMD 7V N'YY DT YR ,TIPN N7 0K 2Ry
QI01%7 )21 D'ANNIIAZRN DX MPN ,XN0'0N V7R 7V NIY7I9IN IX NIR'TA 1YX WWNR D'NNNIARYT

.NINNO'ON YAIXYT7 nyan
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noon AN DIy

D"Ym'v oniwyp 7¢ NN'wN N9INN ,NNRNA 112AND DNV D'RYINA 2'NINY DMIYAN D'N'\IP'?

Intel x86 Instruction Set:

http://www.intel.com/content/www/us/en/processors/architectures-software-developer-

manuals.htm

MSDN:

e http://msdn.microsoft.com/en-us/library/windows/desktop/ff818516%28v=vs.85%29.aspx

:Digital-Whisper J1nn “Anti Anti-Debugging” 9"\7 7w Inxnn

e http://www.digitalwhisper.co.il/files/Zines/0x04/DW4-3-Anti-Anti-Debugging.pdf

‘Reverse Engineeringa '7"'nnn"7 nnMiynY% lenal51 ¥ 0" TN NNTO

e http://www.tuts4you.com/download.php?list.17

02" [Ina 7710 ,R4ndom ¥ a17an

e http://www.thelegendofrandom.com/blog

NN M 722 (Crackme) MR 1axN

e http://www.crackmes.de
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?7"w nIronoa 7y AN a7y and

M7 e 'Y RN

vin

NT 2% 7' .012%7 D'om TV DTNR D701 ,NIYY 1011 DY IT NTRY 7V 777w Nirvnon NI 'nn
SV DY) PIWD NIMYTI700 NINPYORN 7IW DR NNA7 [1'01 *T' 7V 17w NIr'onon 7w nityn N [N
DNXN NN T 291 ,017WN2 I NI'MMY'N NPXP79XR NIPNNA NINAY NIKWIN DRNYA T 7Y

.NN9N7 NI01DN NI NIX'AN IX WNNWNY? INIF NI7IY NN NIYRY79K

TIINT 17 NWIN 17¢ NI'015N NI7Y ORN IRWUKRT,NITD'YD0 NI7IYOI NIYYZY7OXT7 ONY'NIN 1IN ,WUnind

.0'X2p7 QIN'Y MNKNND N'OXRY'O NMIxa |T"1Iﬁ'7 I7'OX IX ,D1'N2 DI'XP"?DN

IN ,)'MINK ARY' X7 9Tun DNR OXY X'D 00T 2'007 TWOK 7701 DX L,'7¢ NIYXRIN Mazonin
NX N'NO' DI7YND NIYPY798] WIN'Y ,Apyn DNN A'NNY DNWOXNN PRNNNY 97Tyn NN
2V YT NP Wpa? Nion NifatN NENRUIoN L7700 T2 NIRRT 'WOIN NIX INIF K7 N, )TNIART
190N ,0I'N TYI 2010 TRN D KIN XXAA TV DIMYLI9 NI DY DI0REL,NNR D01 Y7Y DN

JMIYNAWN NI 772 RN 700 DXPYIOX D7 IWpanny NIRWANN

?01'Na nIY?'79X 'Y NIy 'an

n'xr7oKRY) 1.55 9w 'a'upor 'nn% 10$-2 YW yximnn 1T NEXR79RN 1NN, NINNKD DA

Nn"ITn .2013-n M0V 7Y N"IT7 DRNNA ,NTIN? DN [N NrYEoRnm 80% TwKD L(Dlwna

TwXd ,2013 miwa ppnr nexp'ex (TR ornwi nxn)  102,000,000,000 D |r¥n
In ) NXP'79RN YN AW T 7V DX A1 NWDY T 7Y DX L, [NwDN Ivpwlt 26,683,000,0008
NIN (D1'NI DI7WUN L7901) DYEY7OKR7 YXINNN 1NN V192w NI 12T .DI0ND IR (App Payment

TRNTIX? IWXINNN NXP79R80Y AR qon yTn ;(Flurry 9w 2pnnn '© 7v) 0.195-7 0.265 |2

9K 7w NN NYpR7OX TWNN NI D71V

N'NPY7ORN D WIVY N'IT DNNNY  NIFOXRY79XR? DTN 'MIN'Y Npoony nnan LFlurry ;2013 il
(TRNTIRE 79R) NiX7oRN 77010 90% wXd ;0.06S N7y (D1'NI DITWNA) T'RINTIRT NyXINnn

.Tay X7 IS 0.995-1 N'XP'79XRN 7TINY ;)0 27V ,NNNYT7 0710 X ;DI7WN K77 NN
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https://developer.android.com/reference/android/Manifest.permission.html
https://code.google.com/p/android-apktool/
https://www.dropbox.com/s/fk2kkds2a7ggava/APK-Test.zip
http://blog.humblebundle.com/post/46350141488/double-the-bundles-humble-mobile-bundle-and-humble
http://blog.humblebundle.com/post/46350141488/double-the-bundles-humble-mobile-bundle-and-humble
http://blog.humblebundle.com/post/46350141488/double-the-bundles-humble-mobile-bundle-and-humble
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http://www.reddit.com/r/Android/comments/1k4tw0/update_humble_bundle_not_ea_responsible_for_lack/
http://www.reddit.com/r/Android/comments/1k4tw0/update_humble_bundle_not_ea_responsible_for_lack/
http://www.techrepublic.com/blog/it-security/does-your-flashlight-app-know-where-you-are-probing-android-permissions/
http://techland.time.com/2012/07/11/aggressive-android-adware-how-to-take-control/
http://techland.time.com/2012/07/11/aggressive-android-adware-how-to-take-control/
https://developers.google.com/google-apps/tasks/oauth-and-tasks-on-android
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Subverting BIND’s SRTT Algorithm: Derandomizing
NS Selection
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